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0     Introduction 1 

0.1      General 2 

The base technology of IO-LinkTM1 is subject matter of the international s tandard IEC 61131-9 3 

(www. iec.ch). IEC 61131-9 is part of a series of standards on programmable controllers and the 4 

associated peripherals and should be read in conjunction with other parts of the series. 5 

 6 

0.2 Pa tent declaration 7 

The IO-Link Community draws attention to the fact that i t is claimed that compliance with this 8 

document may involve the use of patents concerning the point -to-point serial communication 9 

interface for small sensors and actuators as follows, where the [xx] notation indicates the holder 10 

of the patent right: 11 

Pa te nt number  [ xx]  T i tle 

IO-Link Community takes no pos ition concerning the evidence, validity and scope of these 12 

patent rights. 13 

The holders of these patents rights have assured the IO-Link Community that they are willing 14 

to negotiate l icences either free of charge or under reasonable and non-discriminatory terms 15 

and conditions with applicants throughout the world. In this  respect, the s tatements of the 16 

holders of these patent rights are registered with the IO-Link Community. 17 

Information may be obtained from: 18 

[xx]  Na m e  and ad dress o f  pa tent h older  

 19 

Attention is drawn to the possibility that some of the elements of this document may be the 20 

subject of patent rights other than those identified above. The IO-Link Community shall not be 21 

held responsible for identifying any or al l  such patent rights.  22 

The IO-Link Community maintains on-line data bases of patents relevant to their s tandards. 23 

Users are encouraged to consult the databases for the most up to date information concerning 24 

patents. 25 

  26 

                                              
1  IO-L ink

T M
 is a  t rade n ame o f the " IO-Link Co mmunity". T his i nformation i s given for the convenience of  users of 

th i s sp e cification  and d oes n ot const itute a n e ndorsement b y the " IO-Link Co mmunity" o f the trade name holder 
o r a n y o f i ts p rodu cts.  Compliance to this sta ndard d oes n ot re quire u se o f the  registered logos fo r IO-LinkTM. 

Use  o f  th e registered logo s for IO-Link
T M

 re quires p ermission  of the "IO -Link Co mmunity".  

http://www.iec.ch/
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IO-Link JSON Mapping 27 

1 M otivation and scope 28 

New use cases and requirements concerning the integration between modern IT systems and 29 

the production floor require new device interfaces. The connections today mainly focus on the 30 

integration of a device into fieldbuses and PLC systems. Cyclic data exchange and real time 31 

are the most important requirements for today field bus implementations. The techniques used 32 

are completely different than the ones used for the res t of the IT world. On the other hand, 33 

modern automation devices provide a way to communicate over TCP/IP networks beside the 34 

real t ime communication with the PLC over the field bus.  35 

This  document describes a device data model, objects and semantics for mapping on IT 36 

relevant connections or services. 37 

This  document describes a REST API 38 

a) for data access to IO-Link Masters, Ports and Devices and the Gateway. 39 

b) for IODD fi le management (up/download).  40 

c) for MQTT c lient configuration.  41 

 42 

2 Normative references 43 

The fol lowing documents, in whole or in part, are normatively referenced in this document and 44 

are indispensable for i ts application. For dated references, only the edition c ited applies. For 45 

undated references, the latest edition of the referenced document (including any amendments) 46 

applies. 47 

IO-Link Community, IO-Link Interface and System Specification, Version 1.1.3, Order No.  48 

10.002 (available at http://www. io-link .com) 49 

IO-Link Community, IO Device Description (IODD), Version 1.1, Order No. 10.012  50 

 51 

3 Te rms, definitions, symbols, abbreviated terms and conventions 52 

3.1 Common terms and definitions 53 

For the purposes of this document, the terms and definitions given in IEC 61131-1 and IEC 54 

61131-2, as  well as the fol lowing apply.  55 

C/Q  56 

The phys ical digital I/O interface of an IO-Link port usually used with M12 and M8 connectors 57 

on Pin 4.  IO-Link communication runs physically over C/Q. 58 

Device 59 

s ingle passive peer to a Master such as a sensor or actuator. 60 

NOT E : Uppercase " Device" is u se d for SDCI e quipment , while  lowercase " device" is use d in a g eneric manner 61 

IODD 62 

The XML based IO Device Description of an IO-Link Device see [2]. 63 

I /Q   64 

The phys ical digital I/O interface of an IO-Link port usually used with M12 and M8 connectors 65 

on Pin 2.  66 

Master 67 

Act ive peer connected through ports to one up to n Devices providing an interface to the 68 

gateway to the upper level communication systems (e.g. PLCs or edge gateways) . 69 
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NOT E: Uppercase "Master" is u se d for SDCI e quipment , while  lowercase "ma ster" is u se d in a ge neric manner 70 

masterNumber 71 

This  is  the number of a specific Master within the gateway.  72 

Port 73 

Communication interface of the Master to one Device. 74 

portNumber 75 

This  is  the number of a specific port within the Master .  76 

SIO  77 

Standard Input Output mode. This could be a digital input or a digital output.  78 

URL 79 

This  is  a Uniform Resource Locator. 80 

 81 

3.2 Symbols and abbreviated terms 82 

DI  d i g ital input (data coming f rom a  Device to a  Master) 

DO d i g ital output  (data g oing  from a Master to a Device) 

M /O/C m a n datory, option al,  con ditional  se e 4.5.1 

SM I  sta n d ardized Master interface se e [1] 

 

3.3 Conventions 83 

3.3.1 Placeholders 84 

Strings that are embraced by {} are placeholders for variables.  Placeholders within an URL are 85 

path parameters.  86 

NOT E : This convention is n ot applica ble for JSON objects. 87 

 88 

4 Architectural and technical scope 89 

4.1 General objectives 90 

As summarized in the IO-Link System Description, an IO-Link system consists of an IO-Link 91 

Master, IO-Link Devices and cables connecting the IO-Link Devices to the IO-Link Master. 92 

A physical IO-Link Gateway consists of one or more Masters containing one or more ports. See 93 

Figure 1 – Physical Gateway models. On each port an IO-Link Device may be connected. The 94 

physical IO-Link Gateway may also have one or more Gateway applications (e.g. Webserver, 95 

OPC UA server or MQTT c lient). 96 

 97 
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Figure 1 – Physical Gateway models  98 

 99 

4.2 Features 100 

This  specification supports two features “IODD support” and “MQTT support”. 101 

IODD support al lows addressing and representation of data by names and data types defined 102 

in the IODD.  103 

MQTT support al lows configuration of an MQTT c lient (publisher) and the connection to an 104 

MQTT broker.  105 

Both features are optional. 106 

4.3 Security 107 

For data security it is recommended to use TLS-PSK with AES for the transport layer security. 108 

 109 

4.4 Device data and layer model 110 

This  device layer model (including Gateway, IO-Link Master and Devices) see Figure 2  is used 111 

to s t ructure the REST API described in this specification.  This layer model comprises compact 112 

modules containing one Master as well as modular devices with N Masters.   113 

 114 

 115 

 116 

Figure 2 - Device layer model 117 

 118 

Each layer has resources  which are addressed by a url path. The model shows that a phys ical 119 

Gateway may have multiple gateway applications and one or more Masters. Each Master has 120 

one or more Ports and on each Port no or one device is connected.  121 

4.5 General rules 122 

Vendor-specific extensions for REST API commands and JSON key-value pairs are al lowed. 123 

A JSON for IO-Link Server shall return an error on all REST API commands and JSON key -124 

value pairs that are not supported. 125 

 126 
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4.5.1 Usage of M/O/C  127 

 It  is  mandatory to implement the handling of objects and key value pairs that are marked 128 

with “M”. 129 

 When sending an HTTP Post request a client is not obligated to provide all objects or 130 

key value pairs. The resource has to be updated by merging the newly received data 131 

with the existing data. 132 

4.5.2 Master numbering 133 

Addressing of IO-Link Masters within a Gateway starts with number 1 for the first Master. 134 

4.5.3 Port numbering 135 

Addressing of IO-Link ports within a Master s tarts with number 1 for the first port. 136 

4.5.4 Device Naming 137 

Devices are accessed by names (al iases). Following rules for the Device naming apply: 138 

1. The default device alias is  c reated based on Master number and Port number in the 139 

format master{masterNumber}port{portNumber}. 140 

2. The default device alias can be changed via port configuration (see  5.6.5.). 141 

3. The definition of duplicated device names has to be rejected.  142 

4. A device name must only contain alphanumeric characters and underscores.  143 

5. The minimum length of the device name is 1 character and the maximum is 32.  144 

Examples: 145 

"master2port4"  is the default name of a device connected to port 4 of master 2 

"exampleSensor" this is a new assigned name to a device 

 

 146 

4.5.5 Access rights 147 

All requests for writing data may be blocked due to right restrictions. Also resetting or rebooting 148 

may not be allowed due to right restrictions. Requests for writing data without having permission 149 

to do so wil l respond with an error. The data wil l remain unchanged.  150 

It  is  recommended to use access restrictions to handle the access of multiple c l ients to the 151 

same resource. 152 

4.5.6 Naming based on IODD 153 

It  is  opt ionally also possible to access IO-Link data (comprising IO-Link Process Data and IO-154 

Link parameters) by name rather than by index and subindex. See [2]. 155 

Constraints for strings in keys of JSON key-value-pairs (see [9]) and URLs require the following 156 

conversion rules for those names:  157 

Rule 1:  Names are based on the IODD XML Element Name inside variables or process data 158 

resolving the text in primary language.  159 

Rule 2:  Only alphanumeric characters and underscores are allowed. All other characters are 160 

replaced by "_". 161 

Rule 3:  Leading numbers shall be prefixed with “_“. 162 

Rule 4:  If there are duplicate IO-Link names, the IO-Link index or subindex has to be accessed 163 

by appending the index number or subindex number behind the name according to the following 164 

scheme: {name}_{index} or {name}_{subindex}. 165 
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Rule 5:  Naming according the scheme {name}_{index} or {name}_{subindex} is always 166 

allowed even if names are not duplicated. 167 

Rule 6:  The naming of ArrayT elements is “element_{subindex}”. 168 

Examples: 169 

Table 1 – IODD text conversion rules examples  170 

IODD te xt Na me  ISDU 
Inde x /subindex 

Unique  name (Name_Index)  

0 8 1 5 variable  _ 0 8 15_varia ble 3 4 5 2 _ 0 8 15_varia ble_3 452 

Swi tchp oint  (Q1) Swi tchp oint__Q1_ 3 4 5  Swi tchp oint__Q1__345 

External temperature External_temperature  
1
 3 1 1  External_temperature_311 

External temperature 
 

External_temperature  
1
 1 4 2 3 External_temperature_1423 

NOTE 1 this is a naming conflict (duplicate) 

 171 

4.5.7 Da ta type conversion 172 

The fol lowing conversion rules in Table 2 apply for the data type mapping between IO-Link and 173 

JSON. 174 

Table 2 – Da ta type conversion 175 

IO-Link data type (see [1]) J SON data type 

Bo o leanT Bo o lean 

S t ri ngT S t ri ng 

A rra yT A rra y 

Octe tS tringT se e  Byte array conversion  4 .5.8 

In te gerT,  UintegerT Nu m b er 

Fl o at32T Nu m b er 

Re co rdT Ob j ect 

T i meSpa nT S t ri ng 

T i meT S t ri ng 

 176 

4.5.8 Byte  a rray conversion 177 

This  is  the description on how to map byte arrays to JSON.  178 

Bit  sequences that  are not  interpretable without us ing information out  of the IODD are 179 

represented as JSON arrays of decimal numbers. One array item is representing one byte. If 180 

the value of the bit sequence is not a multiple of 8,  the value is padded with zeros from th e left 181 

to the next byte border. Byte order is big-endian, see [1]. 182 

Example:  183 

Table 3 – Mapping example of a  bit sequence  184 

Va lue (bin) Bi t le ngth Va lue (hex) Byte  a rray (dec) 

  10 0111 6  0 x2 7  [39] 

 100 0000 

1111 0000 

1 5  0 x4 0 F0 [64, 240] 

 185 
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4.5.9 Time format 186 

Any t ime values shall be represented either as an absolute t ime or a relative t ime in the format 187 

as specified in ISO 8601 (see [4]). 188 

NOT E : Each italic letter in the following format definitions is to be re placed by one digit. The sq uare brackets indicate 189 

th a t  an element is o ptional.  190 

The format for absolute t ime is YYYY-MM-DDThh:mm:ss.fZ 191 

Time format for relative t ime is  P[YY][MM][WW][DD][T[hH][mM][s[.f]S]] 192 

Examples: 193 

Absolute time:   2018-05-18T07:31:54.123Z 

Relative time:   P3Y6M4DT12H30M17.123S 

 194 

4.5.10 Error Behavior 195 

While processing HTTP requests errors may occur. There are several errors defined (see 196 

appendix A.2). The body of an HTTP response indicati ng an error contains the Error object as  197 

defined in B.1.2. 198 

The fol lowing general rules apply for the error handling: 199 

a) Errors 101 and 150 (see appendix A.2) can be returned to each request. 200 

b) If parts of POST requests are not applicable, the HTTP response has a different HTTP 201 

status code that 2xx. The body of this HTTP response shall contain  the Error object as 202 

defined in B.1.2. 203 

c) If multiple errors occur while processing the request only the first detected error shall 204 

be responded. 205 

d) Errors 305 and 306 (see A.2) can be returned to requests when there are query  206 

parameters added to the URL. 207 

e) If REST API commands are not available, error 103 (see A.2) shall be responded. 208 

 209 

5 REST API 210 

5.1 URL 211 

The base path for this version is l isted in Table 4.  212 

Table 4 – Base path  213 

Ba s e  path Ex a mple M /O/C 

/iolink/v1 Exa m ple:  “/ iolink/v1/masters/1/ports/2/status” M  

 214 

5.2 HTTP methods 215 

The fol lowing HTTP methods shall be used (details see [8]). 216 

Table 5 – HTTP methods 217 

 218 

HTTP M e thods De s c ription M /O/C 

GET  Re q u est  data f rom the se rver  M  

POST T ra n smit data to the se rver M  
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DEL ETE De l e te reso urces o n the se rver  M  

OPT IONS  L i st  su pp orted HTTP methods o f the server  O 

 219 

5.3 HTTP Requests /  Responses 220 

The URLs are build out  of a base URL which is fol lowed by a subsequent path. Query strings 221 

are added optionally. 222 

The HTTP request headers Content-type and Accept are set to application/json by  223 

default. 224 

Table 6 – Resources overview 225 

 226 

Re s ourc e Cla us e Re ma rk M /O/C 

/gateway 0   Ad d ress th e Gateway. M  

/masters 5 .5  Ge t  a ll a vailable masterNumber ke ys a nd 
i d e ntificatio n information. 

M  

/masters/{masterNumber} 5 .5  Ad d ress a  sp ecific master. M  

/masters/{masterNumber}

/ports 

5 .6 .1 Ge t  a ll a vailable portNumber ke ys.  M  

/masters/{masterNumber}

/ports 

/{portNumber} 

5 .6 .1 Ad d ress a  sp ecific po rt  of a  spe cific Master. M  

/devices 5 .7  Ad d ress a ll Devices o f all Masters. M  

/devices/{deviceAlias} 5 .7 .3 Ad d ress a  sp ecific Devices b y n ame. M  

/mqtt 5 .9  Co n f iguration of  MQTT clien ts.  C
2
 

/iodds 5 .8  IODD f ile han dling. C
1
 

NOT E 1 this re so urce is m andatory if th e IODD fe ature is su pporte d 

NOT E 2 this re so urce is m andatory  if th e MQTT feature is su p port ed 

 227 

Ex a mples: 228 

HTTP://192.168.178.22/iolink/v1/gateway 

HTTP://192.168.178.22/iolink/v1/masters/1 

HTTP://192.168.178.22/iolink/v1/masters/2/ports/7   

HTTP://192.168.178.22/iolink/v1/devices/sensor34 

 229 

5.4 Gateway 230 

Table 7 – Resources Gateway 231 

 232 

Re s ourc es 
/ iol ink/v 1/gateway 

Cla us e HTTP 
M e thod 

De s c ription M /O/C 

/identification 5 .4 .1 GET  Re a d  th e identification o f the Gateway M  

/capabilities 5 .4 .2 GET  Re a d  th e capa bilities o f the Gateway M  

/configuration 5 .4 .3 GET  Re a d  th e network configuration o f the Gateway M  

/configuration 5 .4 .4 POST Wri te  the  network configuration o f the Gateway M  

/reset 5 .4 .5 POST Re se t  the Gateway including all Masters O 

/reboot 5 .4 .6 POST Re b o ot the Ga teway inclu ding all Masters O 

/events 5 .4 .7 GET  Re a d  th e EventLog containing all events f rom 
Ga te way, Masters,  Ports a nd Devices.  

M  

 233 

http://192.168.178.22/iolink/v1/gateway
http://192.168.178.22/iolink/v1/masters/1
http://192.168.178.22/iol/
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5.4.1 GET / identification 234 

Read the identification of the Gateway. 235 

 236 

Table 8 – GET / identification 237 

 238 

 De s c ription 

De scri ption  Re a d  th e indentification  of the Gatewa y. 

Syste m Behavior No th ing will be  chang ed or modified. 

Pa th  /g a tewa y/identification 

Qu e ry parameters –  

E rro rs (se e  A .2), (se e 4.5.10) 

Su ccess HT T P 20 0 - OK 

Re q u est  body  –  

Re sp o nse  body  Ob j ect Ga teway Identificatio n (see Table 9) 

 239 

Table 9 – Object GatewayIdentification 240 

 241 

Obj ect Ga te wayIdentifica tion  

Prope rty Type  Va lue De s c ription M /O/C 

macAddress st ri n g e .g .  "00:02 :72:CE:A6:49" M AC a ddress 6  b ytes M  

serialNumber st ri n g  Ve n dor sp ecific  O 

productId st ri n g  Ve n dor sp ecific  O 

vendorName st ri n g  Ve n dor sp ecific  M  

productName st ri n g  Ve n dor sp ecific  O 

hardwareRevision st ri n g  Ve n dor sp ecific  O 

firmwareRevision st ri n g  Ve n dor sp ecific  O 

productInstanceUri st ri n g  Ve n dor sp ecific  O 

 242 

Example: 243 

Request 244 

GET /iolink/v1/gateway/identification 

Response 245 

{  

  "macAddress": "00:02:72:CE:A6:49", 

  "serialNumber": "C134A746", 

  "productID": "TMP34Z", 

  "vendorName": "SensorCompany", 

  "productName": "FlowSensor34", 

  "hardwareRevision": "V3.45", 

  "firmwareRevision": "V1.30", 

  "productInstanceUri": "sensor.tmp.23.com"   

} 

 246 

5.4.2 GET /capabilities 247 

Read the capabilities of the IO-Link Gateway. 248 
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 249 

Table 10 – GET /capabilities 250 

 251 

 De s c ription 

De scri ption  Re a d  th e capa bilities o f the IO-Link Gateway. 

Syste m Behavior No th ing will be  chang ed or modified. 

Pa th  /g a tewa y/capabilities 

Qu e ry parameters –  

E rro rs (se e  A .2), se e 4 .5.10 

Su ccess HT T P 20 0 - OK 

Re q u est  body –  

Re sp o nse  body  Ob j ect defined in  Table 1 1 – Object GatewayCapabilities 

 252 

 253 

Table 11 – Object GatewayCapabilities 254 

 255 

Obj ect Ga te wayCapabili ties  

prope rty Type  Va lue De s c ription M /O/C 

ioddSupported b o o lean t ru e ,  false t ru e  if  the IODD feature is su p ported M  

mqttSupported b o o lean t ru e ,  false t ru e  if  the MQTT feature is su pported M  

 256 

Example: 257 

Request 258 

GET /iolink/v1/gateway/capabilities 

Response 259 

{ 

  "ioddSupported": true, 

  "mqttSupported": false 

} 

 260 

5.4.3 GET /configuration 261 

Read the actual active configuration of the IO-Link Gateway. The Gateway may support multiple 262 

IPv4 interfaces. 263 

Table 12 – GET /configuration 264 

 265 

 De s c ription 

De scri ption  Re a d  th e actual active configuration of  the I O-Link Gateway. 

Syste m Behavior No th ing will be  chang ed or modified. 

Pa th  /g a tewa y/configuration 

Qu e ry parameters –  

E rro rs (se e  A .2), (se e 4.5.10) 

Su ccess HT T P 20 0 - OK 

Re q u est  body  –   

Re sp o nse  body   Ob j ect d efined in Table 13 – Object  GatewayCo nfiguration 
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 266 

 267 

Table 13 – Object GatewayConfiguration 268 

 269 

Obj ect Ga te wayConfiguration  

Prope rty Type  Va lue  De s c ription M /O/C 

ethIpv4 Arra y o f 
o b j ects 

Ob j ects d efined in Table 14 –  Object  
Ne two rkIn terfaceConfigu ratio n 

 M  

 270 

Table 14 – Object NetworkInterfaceConfiguration 271 

 272 

Obj ect Ne tw orkInterfaceConfiguration  

Prope rty Type  Va lue  De s c ription M /O/C 

ipConfiguration st ri n g Enume ration: 
“M ANUAL ” 

“DHCP” 

“AUT O_IP” 

“DCP” 

M ANUAL: Assi gnment o f the IP a ddress b y other 
d e vice sp ecific means 

DHCP:  RFC 2131 d efines the “Dyn amic Host  

Co n f iguration Protocol”, allowing a utomatic 
a ssi g n ment of   IP addresse s.  

AUT O_IP:  RFC 3927 d efines “Dynamic 
Co n f iguration of  IPv4 Link-Local Addresse s" , 

a l l owing fully -automatic a ssignmen t of Lin k-Local 
IP  a d dresse s.   

DCP:  PROFINET defines t he “Discovery and 

Co n f iguration Protocol”, a l ink-layer protocol that 
a l l ows the m anual assi gnment of  IP a ddresse s. 

M
2
 

ipAddress st ri n g  e .g .  192.16 8.1.13 C
1
 

subnetMask st ri n g  e .g .  255.25 5.255.0 C
1
 

standardGateway st ri n g  e .g .  192.16 8.1.1 C
1
 

NOT E 1 Only allowed for POST if ipConfiguration is “M ANUAL” a nd Mandato ry fo r GET. 

NOT E 2 For POST a t least  one o f the methods sh all be  implemente d  

 273 

Example: 274 

Request 275 

GET /iolink/v1/gateway/configuration 

Response 276 

{ 

  "ethIpv4": [ 

    { 

      "ipConfiguration": "MANUAL", 

      "ipAddress": "192.168.1.13", 

      "subnetMask": "255.255.255.0", 

      "standardGateway": "192.168.1.1" 

    } 

  ] 

} 

 277 

5.4.4 POST /configuration 278 

Write configuration data to the gateway. 279 
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Table 15 – POST /configuration 280 

 281 

 De s c ription 

De scri ption  Wri te  configuration data to the gateway. 

Syste m Behavior I f  th ere are n o rest rictions the values o f the  object  will be modified.  

T h e  respo nse sh all b e se nd prior to the change of  the IP configuration.  

Pa th  /g a tewa y/configuration 

Qu e ry parameters –  

E rro rs  (se e  A .2 ),  (see 4 .5.10) 

Su ccess HT T P 20 4 - No Content  

Re q u est  body  Ob j ect defined in  Table 1 3 – Object GatewayConfiguration 

Re sp o nse  body  –  

 282 

Example: 283 

Request (changing an IPv4 interface) 284 

POST /iolink/v1/gateway/configuration 

 

{ 

  "ethIpv4": [ 

    { 

      "ipConfiguration": "MANUAL", 

      "ipAddress": "192.168.1.13", 

      "subnetMask": "255.255.255.0", 

      "standardGateway": "192.168.1.1" 

    } 

  ] 

} 

 285 

5.4.5 POST /reset 286 

Invoke a reset of the IO-Link Gateway. This may reset all  configuration data and interrupt all 287 

communications channels. It  is recommended to log this within the EventLog (see 5.4.7). 288 

 289 

Table 16 – POST /reset 290 

 291 

 De s c ription 

De scri ption  In vo ke a  rese t of the IO-Link Gateway.  

Syste m Behavior I f  th ere are n o rest rictions the resp onse will be given and following the  Gate way will be 
re se t .  

Pa th  /g a tewa y/rese t 

Qu e ry parameters –  

E rro rs (se e  A .2), (se e 4.5.10) 

Su ccess HT T P 20 4 - No Content  

Re q u est  body  –  

Re sp o nse  body  –  

 292 

Example: 293 

Request 294 
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POST /iolink/v1/gateway/reset 

 295 

5.4.6 POST /reboot 296 

Invoke a reboot of the IO-Link Gateway. This may reset al l configuration data and interrupt all 297 

communications channels. It  is recommended to log this within the EventLo g (see 5.4.7). 298 

Table 17 – POST /reboot 299 

 300 

 De s c ription 

De scri ption  In vo ke a  reboot o f the IO-Link Gateway. 

Syste m Behavior I f  th ere are n o rest rictions the resp onse will be given and following the  Gate way will  
re b o ot.  

Pa th  /g a tewa y/reboot  

Qu e ry parameters –  

E rro rs (se e  A .2), (se e 4.5.10) 

Su ccess HT T P 20 4 - No Content  

Re q u est  body  –  

Re sp o nse  body  –  

 301 

Example: 302 

Request 303 

POST /iolink/v1/gateway/reboot 

 304 

5.4.7 GET /events 305 

Each Gateway shall have an Event  Log object containing the events of the devices, ports and 306 

the masters. The content of the Event Log can be read by getting the object “Gateway Event 307 

Log” (see Table 20 ).  308 

Table 18 – GET /events 309 

 310 

 De s c ription 

De scri ption  Re a d  th e Event Log.  A fi ltered su bse t of  the Even t log object is a chieved by adding query 

p a ra meters to the URL. If  there a re no events to resp ond the “Gateway Event L og” objects 
i s e m pty.  

Syste m Behavior No th ing will be  chang ed or modified. 

Pa th  /g a tewa y/events 

Qu e ry parameters Eve n t log q uery paramete rs (se e  Ta ble 1 9) 

E rro rs (se e  A .2) ,  (see 4 .5.10) 

Su ccess HT T P 20 0 - OK 

Re q u est  body –  

Re sp o nse  body Ob j ect defined in  Table 2 0 – Object GatewayEventLog 

 311 

Table 19 – Event log query parameters 312 

 313 

Que ry parameter  Va lues Re ma rk 

origin Enume ration: De fa ult is ALL 
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“AL L ” 

“GAT EWAY” 

“M ASTERS”  

“PORT S” 

“DEVICES” 

masterNumber {m a ste rNumber} m a ste rNumber is o nly a pplicable  with origin=MASTERS  
a n d  with o rigin=PORTS 

portNumber {p o rtNumber} p o rtNumb er  is o nly applicable with o rigin=PORTS 

deviceAlias {d e viceAlias} d e viceAlias is o nly a pplicable  with origin=DEVICES 

top 1 …n  De l ivers the oldest  n events o f the event b uffer.   

to p  is m utually e xclu sive to bot tom.  

bottom 1 …n  De l ivers the latest  n e vents of  the e vent  buffer.  
b o t tom i s mutually exclusive to top. 

 314 

Table 20 – Object GatewayEventLog 315 

 316 

Obj ect Ga te way EventLog  

Prope rty Type  Va lue De s c ription M /O/C 

time st ri n g Re l a tive or a bsolute t ime  as d efined in 4.5.9 Wh e n  the event was l ogged M  

severity st ri n g Enume ration:  
“EM ERGENCY” 

“AL ERT” 

“CRIT ICAL” 

“ERROR” 

“WARNING” 

“NOT ICE ” 

“INFO” 

“DEBUG” 

In d icates the se verity of  the 

m e ssa g e. The se verit y is 
d e cre asing from EMERGENCY to 

DEBUG. 

Re fe rence is Syslog P rotocol 
RFC5 4 24 se e [5] 

 

IO-L ink EventTypes sh all be  
m a p ped as following: 
" NOT IFICATION" to " NOTICE",   

" WARNING" to  "WARNING",  

" ERROR" to " ERROR".  

A l l  severity level ca n also o ccur 

o n  g a teway an d master e vent  
l e vel. 

M  

origin o b j ect  Ob j ect defined in  Table 2 1 – Object Origin  M  

message o b j ect  Ob j ect defined in  Table 2 2 – Object Messa g e  M  

 317 

Table 21 – Object Origin 318 

 319 

Obj ect     

P rope rty Type  Va lue De s c ription M /O/C 

gateway st ri n g ve n d or-sp ecific String T h is i s for vendor sp ecific 
o ri gins e .g. Web se rver 

a p p lication o r M QTT, e tc.    

C
1
 

masterNumber n umber {m a ste rNumber}  C
2
 

portNumber n umber {p o rtNumber} 

 

 C
3
 

deviceAlias st ri n g {d e viceAlias} 

 

 C
4
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NOT E 1 Origin gateway h as to be u sed if  the e vent  comes f rom the Gateway. 

NOT E  2 Origin masterNumber has to b e use d if the event comes f rom M aster,  port or D evice. 

NOT E  3 Origin portNumber ha s to be use d i f the event comes f rom port o r Device. 

NOT E  4 Origin deviceAlias has to  be use d if the event comes f rom the Device. 

 320 

Table 22 – Object Message 321 

 322 

Obj ect M e s sage  

Property Type  Va lue De s c ription M /O/C 

code n u m ber Co d e s a ccording  to [1] Annex D sh all be use d if the origin is 
d e vice or port  

 C
1
 

mode st ri n g Co d e s a ccording  to [1]  8 .2.2.11 sh all be u sed if  the o rigin is 
d e vice or port  

S INGL ESHOT 

APPEARS 

DISAPPEARS 

C
1
 

text 

 

st ri n g M e ssa g e. (For IO-Link e vent code related  messages (defined 
i n  [1] ) shall be u sed) 

 C
1
 

NOT E 1 For IO-Link e vents cod e and mode a re mandatory, te xt is o ptional.  For all other events text  is mandatory 

 323 

Examples: 324 

Example 1:  Reading all  events of the Gateway 325 

Request 326 

GET /iolink/v1/gateway/events 

Response 327 

[ 

  { 

    "time": "2018-05-18T07:31:54.123Z", 

    "severity": "WARNING", 

    "origin": { 

      "masterNumber": 1, 

      "portNumber": 1, 

      "deviceAlias": "Temp_sensor_1" 

    }, 

    "message": { 

      "code": 16912, 

      "mode": "APPEARS", 

      "text": "Device temperature over-run – Clear source of heat" 

    } 

  }, 

  { 

    "time": "2018-05-18T07:35:54.123Z", 

    "severity": "NOTIFICATION", 

    "origin": { 

      "masterNumber": 1, 

      "portNumber": 2 

    }, 

    "message": { 

      "code": 65314, 

      "mode": "SINGLESHOT", 

      "text": "Device communication lost" 

    } 

  } 

] 

 328 
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Example 2:  Request reading the oldest 3 events of port 7 of master 2 329 

GET /iolink/v1/gateway/events?origin=PORTS&top=3&masterNumber=2&portNumber=7 

 330 

Example 3:  Request reading all  events of master 3 331 

GET /iolink/v1/gateway/events?origin=MASTERS&masterNumber=3 

 332 

5.5 Master 333 

There can be more than one Master addressed by one Gateway. Typical multi  Master 334 

applications are modular devices. Masters within a Gateway are addressed by “masterNumber” 335 

which s tarts at 1 for the first Master. 336 

Example: 337 

GET /iolink/v1/masters/1/capabilities 

 338 

5.5.1 GET /masters 339 

This  request is for scanning all Masters within a Gateway. 340 

 341 

Table 23 – GET /masters 342 

 343 

 De s c ription 

De scri ption  Re a d  all the a vailable masterNumber ke ys wi th th e corresp onding identificatio n 
i n formation. 

Syste m Behavior No th ing will be  chang ed or modified 

Pa th  /m a sters 

Qu e ry parameters - 

E rro rs (se e  A .2), (se e 4.5.10) 

Su ccess HT T P 20 0 - OK 

Re q u est  body  - 

Re sp o nse  body  A rra y o f object defined  in Table 2 4 – Obje ct MasterId  

 344 

Table 24 – Object MasterId 345 

 346 

Obj ect M a s terId  

Prope rty Type  Va lue De s c ription M /O/C 

masterNumber n u m ber In te ger 1..n se e  4 .5.2 M  

serialNumber st ri n g  Ve n dor sp ecific  O 

locationTag st ri n g  Co u l d be use d for “sl ot” information for the 
m o d ular model (see 4 .1)   

O  

 347 

Example: 348 

Request 349 
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GET /iolink/v1/masters 

Response 350 

[ 

  { 

    "masterNumber": 1, 

    "serialNumber": "A12345678B", 

    "locationTag": "slot 5" 

  }, 

  { 

    "masterNumber": 2, 

    "serialNumber": "123A45B783", 

    "locationTag": "slot 6" 

  } 

] 

 351 

 352 

Table 25 – Resources Master 353 

 354 

Re s ourc es 
/ iol ink/v 1/ma sters/ 
{ma s terNumber} 

Cla us e HTTP 
M e thod 

Re ma rk M /O/C 

/capabilities 5 .5 .2 GET  Re a d  th e capa bilities o f the Master M  

/identification 5 .5 .3 GET  Re a d  th e identification o f the Master M  

/identification 5 .5 .4 POST Wri te  application sp ecific identification to  a Master C
1
 

NOT E 1 :  This i s n ot need ed if no element  of Table 31  – Object MasterIdentificationPost  is implemented . 

 

 355 

5.5.2 GET /capabilities 356 

Read the capabilities of a specific IO-Link Master. 357 

Table 26 – GET /capabilities 358 

 359 

 De s c ription 

De scri ption  Re a d  th e capa bilities o f a sp ecific  IO-Link M aster. 

Syste m Behavior No th ing will be  chang ed or modified. 

Pa th  /m a sters/ {masterNumber}/capabilities    (se e  Table  116) 

Qu e ry parameters –  

E rro rs  (se e  A .2 ),  see  4.5.1 0 

Su ccess HT T P 20 0 - OK 

Re q u est  body  –  

Re sp o nse  body  Ob j ect Master Capability (se e Table 2 7 – Object Ma sterCapabilities) 

 360 

Table 27 – Object MasterCapabilities 361 

 362 

Obj ect M a s terCapabi lities  

Prope rty Type  Va lue De s c ription M /O/C 

numberOfPorts n u m ber In te ger 1..n T o tal number of  ports M  

maxPowerSupply o b j ect  Ob j ect defined in  Table 1 15 – 

Ob j ect PowerSupply  

M a ximum total power supply 

fo r a ll ports.   

M  

 363 

http://192.168.178.22/iol/
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Example: 364 

Request 365 

GET /iolink/v1/masters/1/capabilities 

Response 366 

{ 

  "numberOfPorts": 8, 

  "maxPowerSupply": { 

    "value": 0.3, 

    "unit": "A" 

  } 

} 

 367 

5.5.3 GET / identification 368 

Read all  identification data of an IO-Link Master. 369 

Table 28 – GET / identification 370 

 371 

 De s c ription 

De scri ption  Re a d  all identification  data o f an IO-Link Master. 

Syste m Behavior No th ing will be  chang ed or modified. 

Pa th  /m a sters/ {masterNumber}/ide ntification    (se e  Table 116) 

Qu e ry parameters –  

E rro rs (se e  A .2), (se e 4.5.10) 

Su ccess HT T P 20 0 - OK 

Re q u est  body  –  

Re sp o nse  body  Ob j ect defined in  Table 2 9 – Object MasterIden tificationGet 

 372 

 373 

Table 29 – Object MasterIdentificationGet 374 

 375 

Obj ect M a s terIdentificationGet  

Prope rty Type  Va lue  De s c ription M /O/C 

vendorId n u m ber i n teger Ve n dor ID assi gned by IO -
L i n k community,  se e [1]  

M  

masterId n u m ber i n teger An y ve ndor specific ID M  

masterType st ri n g Enume ration: 
“Un sp e cific ” 

“M a ste r a cc. V1 .0” 

“M a ste r a cc. V1 .1” 

“Fa i lsa fe_Master” 

“Wi re less_ Master” 

se e  [1 ]  M  

serialNumber st ri n g  Ve n dor sp ecific , in analogy to 

[1 ]  

O 

productId st ri n g  Ve n dor sp ecific, in analogy to 
[1 ]  

O 

vendorName st ri n g  Ve n dor sp ecific, in analogy to 
[1 ]  

M  
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productName st ri n g  Ve n dor sp ecific, in analogy to 
[1 ]  

O 

hardwareRevision st ri n g  Ve n dor sp ecific, in analogy to 

[1 ]  

O 

firmwareRevision st ri n g  Ve n dor sp ecific, in analogy to 

[1 ]  

O 

vendorUrl st ri n g  L i n k to product si te O 

manualUrl st ri n g  L i n k to use r manual  O 

applicationSpecificTag st ri n g  Use r d e f ined tag in a nalogy 

to  [1 ] 

O 

locationTag st ri n g  Use r d e f ined tag in a nalogy 

to  [1 ] 

O 

functionTag st ri n g  Use r d e f ined tag in a nalogy 
to  [1 ] 

O 

 376 

Example: 377 

Request 378 

GET /iolink/v1/masters/1/identification 

Response 379 

{ 

  "vendorName": "Vendor GmbH", 

  "vendorId": 26, 

  "masterId": 42, 

  "masterType": "Master acc. V1.0", 

  "serialNumber": "IOLM123456", 

  "productId": "PROD-123456", 

  "productName": "IO-Link Master", 

  "hardwareRevision": "3.2.1.444R", 

  "firmwareRevision": "3.2.1.888R", 

  "vendorUrl": "http://www.io-link.com/io-link-master", 

  "manualUrl": "http://www.io-link.com/io-link-master/documentation.pdf", 

  "applicationSpecificTag": "Fallback reader", 

  "locationTag": "Down under", 

  "functionTag": "Code reading" 

} 

 380 

5.5.4 POST / identification 381 

Write identification data of an IO-Link Master. 382 

Table 30 – POST / identification 383 

 384 

 De s c ription 

De scri ption  Wri te  identification data o f an IO-Link M aster.  

Syste m Behavior I f  th ere are n o rest rictions the object will b e modified . 

Pa th  /m a sters/ {masterNumber}/ide ntification   (se e  Ta ble 1 16) 

Qu e ry parameters –  

E rro rs (se e  A .2), se e 4 .5.10 

Su ccess HT T P 20 4 - No Content  

Re q u est  body  Ob j ect defined in  Table 3 1 – Object MasterIden tificationPost  

Re sp o nse  body   - 
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 385 

Table 31 – Object MasterIdentificationPost 386 

 387 

Obj ect M a s terIdentificationPost  

Prope rty Type  Va lue  De s c ription M /O/C 

applicationSpecificTag st ri n g  Use r d e f ined tag,  in analogy 

to  [1 ] 

O
1
 

locationTag st ri n g  Use r d e f ined tag,  in analogy 

to  [1 ] 

O
1
 

functionTag st ri n g  Use r d e f ined tag,  in analogy 
to  [1 ] 

O
1
 

NOT E 1 A t least  one o f the  properties h as to be u sed if the request  is i ssu ed  

 388 

Example 389 

Request 390 

POST /iolink/v1/masters/1/identification 

 

{ 

  "applicationSpecificTag": "Fallback reader at the end of the belt", 

  "locationTag": "Down under", 

  "functionTag": "Code reading" 

} 

 391 

5.6 Port 392 

 393 

5.6.1 GET /ports 394 

Read all the available portNumber keys with the corresponding identification information . 395 

Table 32 – GET /ports 396 

 397 

 De s c ription 

De scri ption  Re a d  all the a vailable portNumber ke ys with the correspon ding ide ntification 

i n formation 

Syste m Behavior No th ing will be  chang ed or modified 

Pa th  /m a ster/{masterNumber}/ports    (se e Table 1 16) 

Qu e ry parameters –  

E rro rs (se e  A .2), se e 4 .5.10 

Su ccess HT T P 20 0 - OK 

Re q u est  body  - 

Re sp o nse  body  A rra y o f object defined  in Table 3 3 – Obje ct Port ID 

 398 

Table 33 – Object Port ID 399 

 400 

Obj ect Port IDs  

Prope rty Type  Va lue De s c ription M /O/C 

portNumber n u m ber In te ger 1..n  M  

statusInfo st ri n g Enume ration:  M  
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“DEACTIVATED”  

“INCORRECT_DEVICE”  

“DEVICE_STARTING” 

“DEVICE_ONLINE” 

“COM MUNICATION_LOST” 

“DIGITAL_INPUT_C/Q” 

“DIGITAL_OUTPUT_C/Q” 

“NOT _AVAILABLE” 

deviceAlias st ri n g {d e viceAlias}  M  

 401 

Example: 402 

Request 403 

GET /iolink/v1/masters/1/ports 

Response 404 

[ 

  { 

    "portNumber": 1, 

    "statusInfo": "DEVICE_ONLINE", 

    "deviceAlias": "Distance_Sensor" 

  }, 

  { 

    "portNumber": 2, 

    "statusInfo": "DEVICE_ONLINE", 

    "deviceAlias": "Pressure_Sensor" 

  }, 

  { 

    "portnumber": 3, 

    "statusInfo": "DIGITAL_INPUT_C/Q", 

    "deviceAlias": "Switching_Sensor" 

  }, 

  { 

    "portnumber": 4, 

    "statusInfo": "DEACTIVATED", 

    "deviceAlias": "Empty_port" 

  } 

] 

 405 

 406 

Table 34 – Resources Port 407 

 408 

Re s ourc es 
ma s ters/{masterNumber}/  
ports / {portNumber}  

Cla us e HTTP 
M e thod 

Re ma rk M /O/C 

/capabilities 5 .6 .2 GET  Re a d  th e capa bility information of the 
sp e ci fied port 

M  

/status 5 .6 .3 GET  Re a d  th e actual status o f the selected p ort M  

/configuration 5 .6 .4 GET  Re a d  th e actual config uratio n of the sp ecified 

p o rt  

M  

/configuration 5 .6 .5 POST Wri te  the  configu ration  of the sp ecified port  M  

/datastorage 5 .6 .6 GET  Re a d  th e datastorage content  of a  sp ecific 
p o rt  

M  

/datastorage 5 .6 .7 POST Wri te  the  datastorage content  to a  spe cific 
p o rt  

M  
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 409 

5.6.2 GET /capabilities 410 

Read the capabilities of a specific port. 411 

Table 35 – GET /capabilities 412 

 413 

 De s c ription 

De scri ption  Re a d  th e capa bilities o f a sp ecific port.  

Syste m Behavior No th ing will be  chang ed or modified. 

Pa th   /m a ster/{masterNumber}/ports/ {portNumber}/ca pabilities   (se e  Table  116) 

Qu e ry parameters –  

E rro rs  (se e  A .2 ),  (see 4 .5.10) 

Su ccess HT T P 20 0 - OK 

Re q u est  body  –  

Re sp o nse  body  Ob j ect defined in  Table 3 6 – Object PortCapability  

 414 

 415 

Table 36 – Object PortCapability 416 

 417 

Obj ect Port c apabili ty 

Prope rty Type  Va lue  Re ma rk M /O/
C 

portType st ri n g Enume ration: 
“CL ASS_A” 

“CL ASS_B” 

“CL ASS_A_WITH_PORT_POWER_OFF_ON” 

“FA IL SAFE_PORT_A_WITHOUT_SAFETY_DIGITAL_INPUTS” 

“FA IL SAFE_PORT_A_WITH_ SAFETY_DIGITAL_INPUTS” 

“FA IL SAFE_PORT_B” 

“WIREL ESS_MASTER” 

se e  [1 ] , 
SM I  

M  

maxPowerSupply o b ject Ob j ect defined in  Table 1 15 – Obje ct PowerSupply  M  

 418 

Example: 419 

Request 420 

GET /iolink/v1/masters/1/ports/1/capabilities   

Response 421 

{ 

  "maxPowerSupply": { 

    "value": 0.3, 

    "unit": "A" 

  }, 

  "portType": "CLASS_A" 

} 

 422 

 423 

5.6.3 GET /sta tus 424 

Read the actual s tatus of a specific port. 425 
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Table 37 – GET /status 426 

 427 

 De s c ription 

De scri ption  Re a d  th e actual status o f a sp ecific port . 

Syste m Behavior No th ing will be  chang ed or modified. 

Pa th  /m a ster/{masterNumber}/ports/ {portNumber}/status  (se e  Table 1 16) 

Qu e ry parameters –  

E rro rs (se e  A .2), (se e 4.5.10) 

Su ccess HT T P 20 0 - OK 

Re q u est  body  –  

Re sp o nse  body  Ob j ect defined in  Table 3 8 – Object PortStatus 

 428 

Table 38 – Object PortStatus 429 

 430 

Obj ect Port S tatus 

Prope rty Type  Va lue  Re ma rk M /O/C 

statusInfo st ri n g Enume ration: 
“DEACTIVATED”  

“INCORRECT_DEVICE”  

“DEVICE_STARTING ” 

“DEVICE_ONLINE” 

“COM MUNICATION_LOST” 

“DIGITAL_INPUT_C/Q” 

“DIGITAL_OUTPUT_C/Q” 

“NOT _AVAILABLE” 

Se e  Table 39 –  Port 
sta tu s m apping 

M  

iolinkRevision st ri n g Enume ration: 
“1 .0 ” 

“1 .1 ” 

 C
1
 

transmissionRate st ri n g Enume ration: 
“COM 1 ” 

“COM 2 ” 

“COM 3 ” 

 C
1
 

masterCycleTime o b ject Ob j ect defined in  Table 1 12 – Obje ct 
Cycl eTime 

 C
2
 

NOT E 1 only applicable if p ort is in sta tus “DEVICE_ONLINE” or “DEVICE_STARTING”  

NOT E 2 only applicable if p ort is in sta tus “DEVICE_ONLINE”  

 431 

Table 39 – Port sta tus mapping 432 

 433 

J SON SM I  se e [1] 

DEACTIVATED DEACTIVATED, PORT_POWER_OFF 

INCORRECT_DEVICE PORT _DIAG 

DEVICE_STARTING PREOPERATE 

DEVICE_ONLINE  OPERATE 

COM M UNICATION_LOST NO_ DEVICE 

DIGITAL_INPUT_C/Q DI_ C/Q 

DIGITAL_OUTPUT_C/Q DO_ C/Q 

NOT _ AVAIL ABLE NOT _ AVAIL ABLE 

 434 
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 435 

 436 

Example: 437 

Request 438 

GET /iolink/v1/masters/1/ports/1/status   

Response 439 

{ 

  "statusInfo": "DEVICE_ONLINE", 

  "iolinkRevision": "1.1", 

  "transmissionRate": "COM2", 

  "masterCycleTime": { 

    "value": 2.3, 

    "unit": "ms" 

  } 

} 

 440 

5.6.4 GET /configuration 441 

Read the actual configuration of a specific port  442 

Table 40 – GET /configuration 443 

 444 

 De s c ription 

De scri ption  Re a d  th e actual config uratio n of a  specific p ort . 

Syste m Behavior No th ing will be  chang ed or modified. 

Pa th  /m a ster/{masterNumber}/ports/ {portNumber}/co nfiguration   (se e Table  116) 

Qu e ry parameters –  

E rro rs (se e  A .2), se e 4 .5.10 

Su ccess HT T P 20 0 - OK 

Re q u est  body –  

Re sp o nse  body  Ob j ect defined in  Table 4 1 – Object  PortConfiguration 

 445 

Table 41 – Object  PortConfiguration 446 

 447 

Obj ect Port c onfiguration  

Prope rty Type  Va lues De s c ription M /O/C 

mode st ri n g 

 

Enume ration: 
“DEACTIVATED” 

“IOL INK_MANUAL” 

“IOL INK_AUTOSTART” 

“DIGITAL_INPUT” 

“DIGITAL_OUTPUT” 

se e  [1], Table E3 se e  
T a ble  

4 2  –   

validationAndBackup st ri n g Enume ration: 
“NO_ DEVICE_CHECK” 

“T YPE_COMPATIBLE_ DEVICE_V1.0” 

“T YPE_COMPATIBLE_ DEVICE_V1.1” 

“T YPE_COMPATIBLE_ DEVICE_V1.1_BA
CKUP_ AND_ RESTORE” 

“T YPE_COMPATIBLE_ DEVICE_V1.1_RE

ST ORE” 

se e  [1], Table E3 

 

o n l y a vailable if 

p o rts i s in mod e 
IOL INK MANUAL 

 

 

se e  
T a ble  

4 2  
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iqConfiguration st ri n g Enume ration: 
“NOT _SUPPORTED” 

“DIGITAL_INPUT” 

“DIGITAL_OUTPUT” 

 se e  
T a ble  

4 2  

cycleTime o b j ect  Ob j ect defined in  Table 1 12 – Obje ct 
Cycl eTime 

NOT E  
1
 se e  

T a ble  
4 2  

vendorId n u m ber  se e  [1 ]  se e  
T a ble  

4 2  

deviceId n u m ber  se e  [1 ]  se e  
T a ble  

4 2  

deviceAlias St ri ng De fa ult Name is:  

M a ste r{masterNumer}port {portNumber}  
 se e  

T a ble  
4 2  

NOT E 1 I f the applied value for cycle t ime  canno t exactly be mapped , the p ort sh all u se the next po ssible higher 
va l ue.  If  the cycle time is g reater th an 132.8 m s the error 702 sh all b e returned.    

 448 

Table 42 – Conditions for the Port Configuration object 449 

 450 

 Da ta s torage  

re que st/Property POST GET  

mode O
5
 M   

validationAndBackup C
1
 C

1
  

iqConfiguration O
5
 M   

cycleTime O
3
 C

4
  

vendorId C
1, 2

 C
1, 2

  

deviceId C
1, 2

 C
1, 2

  

deviceAlias O
5
 M   

NOT E 1 with mode IO-LINK_MANUAL 

NOT E 2 with ValidationAndBacku p: o ther tha n NO_DEVICE_CHECK 

NOT E 3 can only be use d with mode IO-LINK_MANUAL or IO-LINK_AUTOSTART 

NOT E 4 With m ode IO -LINK_MANUAL o r IO-LINK_AUTOSTART it returns 0 ms if  the cycle time was n ot configured 

NOT E 5 A t least  one o f the  mode, iqConfiguration, deviceAlias p roperty sh all be includ ed to the POST 
re q u est  

 451 

Example: 452 

Request 453 

GET /iolink/v1/masters/1/ports/1/configuration   

Response 454 

{ 

  "mode": "IOLINK_MANUAL", 

  "validationAndBackup": "TYPE_COMPATIBLE_DEVICE_V1.1", 

  "iqConfiguration": "DIGITAL_INPUT", 

  "cycleTime": { 

    "value": 2.3, 

    "unit": "ms" 

  }, 

  "vendorId": 26, 

  "deviceId": 333, 
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  "deviceAlias": "Distance_sensor_1" 

} 

 455 

5.6.5 POST /configuration 456 

Write the wanted configuration for a specific port. 457 

Table 43 – POST /configuration 458 

 459 

 De s c ription 

De scri ption  Wri te  the  wanted configuration for a sp ecific p ort. 

Syste m Behavior I f  th ere are n o rest rictions the object will b e modified. 

I f  th e a pplied value for cycle time cannot e xactly b e mapped, the po rt  shall use  the  next  
p o ssi b le lowe r value. 

By ch a nging  the configuration the communication to the d evice can g et lost . 

Pa th  /m a ster/{masterNumber}/ports/ {portNumber}/co nfigurat ion   (se e Table 116) 

Qu e ry parameters –  

E rro rs (se e  A .2), se e 4 .5.10 

Su ccess HT T P 20 4 - No Content  

Re q u est  body Ob j ect defined in  Table 4 1 – Object  PortConfiguration 

Re sp o nse  body  –  

 460 

Example:  461 

Request 462 

POST  /iolink/v1/masters/1/ports/1/configuration   

 

{ 

  "mode": "IOLINK_AUTOSTART", 

  "validationAndBackup": "TYPE_COMPATIBLE_DEVICE_V1.1", 

  "iqConfiguration": "DIGITAL_INPUT", 

  "cycleTime": { 

    "value": 2.3, 

    "unit": "ms" 

  }, 

  "vendorId": 26, 

  "deviceId": 333, 

  "deviceAlias": "Distance_sensor_1" 

} 

 463 

5.6.6 GET /datastorage 464 

Gett ing the datastorage content (bulk data format is described in [1]), ex tended by the header 465 

(VendorId, DeviceId, Revision ID).  466 

 467 

Table 44 – GET /datastorage 468 

 469 

 De s c ription 

De scri ption  Re a d  th e actual datastorage content  of the port . 

Syste m Behavior No th ing will be  chang ed or modified. 

I f  n o  datasto rage  content is a vailable the  response  is e mpty.  

Pa th  /m a ster/{masterNumber}/ports/ {portNumber}/datastorage    (se e  Ta ble 1 16) 

Qu e ry parameters –  



JSON Integration for IO-Link   – 34 –     Version 1.0.0 

Erro rs (se e  A .2), (se e 4.5.10) 

Su ccess HT T P 20 0 - OK 

Re q u est  body –  

Re sp o nse  body  Ob j ect defined in  Table 4 5 – Object Datastorage  

 470 

 471 

Table 45 – Object Datastorage 472 

 473 

Obj ect Da ta s torage  

Prope rty Type  Va lue De s c ription M /O/C 

header o b j ect  Ob j ect defined in  Table 

4 6  –  Object  
Da ta Stora geHead er 

Ob j ect is e mpty if  there is n o 

d a tastorage conte nt. 

M  

content st ri n g Ba se  6 4 coded S t ri ng is e mpty if th ere is n o 
d a tastorage conte nt. 

se e  [7 ]  , se e [1] E6 

M  

 474 

Table 46 – Object DataStorageHeader 475 

 476 

Obj ect Da ta  S torage Header   

Prope rty Type  Va lue  De s c ription M /O/C 

vendorId n u m ber  se e  [1 ]  M  

deviceId n u m ber  se e  [1 ]  M  

iolinkRevision st ri n g Enume ration: 
“1 .0 ” 

“1 .1 ” 

se e  [1 ]  M  

 477 

Example: 478 

Request 479 

GET /iolink/v1/masters/1/ports/1/datastorage   

Response 480 

{ 

  "header": { 

    "vendorId": 15, 

    "deviceId": 65253, 

    "iolinkRevision": "1.1" 

  }, 

  "content": "YmFzZTY0IGVuY3J5cHRlZCBjb250ZW50" 

} 

 481 

5.6.7 POST /datastorage 482 

Write the datastorage content (bulk data format is  described in [1] ), added by the header 483 

(VendorId, DeviceId, Revision ID).  484 

 485 
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Table 47 – POST /datastorage 486 

 487 

 De s c ription 

De scri ption  Wri te  the  datastorage content  of the port.  

Syste m Behavior I f  th ere are n o rest rictions the object will b e modified  

A f te r re ceiving th e d a tastorage co ntent th e p o rt i s re sta rted  i f th e  p o rt i s i n  mode 
“Ba cku p&Restore” or “Restore” se e also  [1]  and se e 5.6.5 

Pa th  /m a ster/{masterNumber}/ports/ {portNumber}/datastorage   (se e Table 116 ) 

Qu e ry parameters –  

E rro rs (se e  A .2), (se e 4.5.10) 

Su ccess HT T P 20 4 - No Content  

Re q u est  body Ob j ect defined in  Table 4 5 – Object Datastorage  

Re sp o nse  body  –  

 488 

Example: 489 

Request 490 

POST iolink/v1/masters/1/ports/1/datastorage   

 

{ 

  "header": { 

    "vendorId": 15, 

    "deviceId": 65253, 

    "iolinkRevision": "1.1" 

  }, 

  "content": "YmFzZTY0IGVuY3J5cHRlZCBjb250ZW50" 

} 

 491 

5.7 Devices 492 

Devices are addressed by  device names. See port  configuration in 5.6.5. for deviceAlias 493 

ass ignment. If no deviceAlias is assigned the default name is used. IODD support is required 494 

for al l  requests where query parameter format has the value iodd. 495 

Example: 496 

Addressing by default device name (e.g. Device is on port 6 of Master1) 497 

GET /iolink/v1/devices/master1port6/identification 

Addressing by assigned device name (e.g. sensor34) 498 

GET /iolink/v1/devices/sensor34/identification 

 499 

5.7.1 GET /devices 500 

Get al l  available deviceAlias keys and the location by Master number and port number. 501 

Table 48 – GET /devices 502 

 503 

 De s c ription 

De scri ption  Ge t  a ll a vailable deviceAlia s ke ys a nd the location by Master n umber and P ort  number. 

Syste m Behavior No th ing will be  chang ed or modified. 

Pa th  /d e vices 

Qu e ry parameters –  
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Erro rs (se e  A .2), (se e 4.5.10) 

Su ccess HT T P 20 0 - OK 

Re q u est  body  - 

Re sp o nse  body  A rra y o f objec ts d efined in Table 49 –  Object DeviceAlias 

 504 

Table 49 – Object DeviceAlias 505 

 506 

Obj ect De v iceAlias  

Prope rty Type  Va lue De s c ription M /O/C 

deviceAlias st ri n g  De vi ce name is a ccording to 4.5.6 M  

masterNumber n u m ber In te ger 1..255  M  

portNumber n u m ber In te ger 1..255  M  

 507 

Example: 508 

Request 509 

GET /iolink/v1/devices 

Response 510 

[ 

  { 

    "deviceAlias": "DT35", 

    "masterNumber": 1, 

    "portNumber": 1 

  }, 

  { 

    "deviceAlias": "TAD081", 

    "masterNumber": 1, 

    "portNumber": 2 

  }, 

  { 

    "deviceAlias": "BNI_IOL", 

    "masterNumber": 1, 

    "portNumber": 3 

  }, 

  { 

    "deviceAlias": "master1port4", 

    "masterNumber": 1, 

    "portNumber": 4 

  } 

] 

 

 511 

 512 

 513 

Table 50 – Resources Devices 514 

 515 

Re s ourc es 
/de v ices/ {deviceAlias} 

Cla us e HTTP 
M e thod 

Re ma rk M /O/C 

Ca p a bilities 

/capabilities 5 .7 .2 GET  Re a d  th e capa bilities f rom the sp ecific 
De vi ce 

M  

Id e ntification 
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/identification 5 .7 .3 GET  Re a d  th e identification f rom the sp ecific 
De vi ce 

M  

/identification 5 .7 .4 POST Wri te  application sp ecific identification to  

th e  Device 

M  

Pro ce ss d ata 

/processdata/value 5 .7 .5 GET  Re a d  th e process d a ta values (input  and 
o u tpu t) from th e specified Device 

fo rm at “b yteArray ” or “iodd” is given by a 
q u e ry st ring 

M  

/processdata 

/getdata/value 

5 .7 .6 GET  Re a d  th e process d a ta input  values f rom 
th e  sp ecified Device 

fo rm at “b yteArray” or “iodd” is given by a 

q u e ry st ring 

M  

/processdata 

/setdata/value 

5 .7 .7 GET  Re a d  th e process d a ta ou tput values f rom 
th e  sp ecified Device 

fo rm at “b yteArray” or “iodd” is given by a 

q u e ry st ring 

M  

/processdata/value 5 .7 .8 POST Wri te  the  process d a ta output values to th e 
sp e ci fied Device 

fo rm at “b yteArray” or “iodd” is given by the 

re q u est  body  

M  

Pa ra meter information 

/parameters 5 .7 .9 GET  Re a d  all available parameter indices a nd 
p a ra meter names f rom the sp ecific De vice.  

IODD su p port is re quire d 

C
1)

 

/parameters 

/{index} 

/subindices 

5 .7 .10 GET  Re a d  all available parameter su b-indices 
a n d  su b-parameter names f rom the sp ecific 

d e vice. IODD su pport  is required 

C
1)

 

/parameters 

/{parameterName} 

/subindices 

5 .7 .11 GET  Re a d  all  available parameter su b-indices 

a n d  su b-parameter names f rom the sp ecific 
d e vice (referenced by parameter name). 

IODD su p port is re quire d 

C
1)

 

Pa ra meter values 

/parameters 

/{index}/value 

5 .7 .12 GET  Re a d  a p arameter value f rom the sp ecific 
d e vice with the given inde x. 

T h e  requested format  “byteArra y” or “iodd” 
i s g i ven by a que ry st rin g 

M  

/parameters 

/{index}/subindices 

/{subindex}/value 

5 .7 .13 GET  Re a d  a p arameter value f rom the sp ecific 
d e vice with the given inde x and su bindex. 

T h e  requested format  “byteArra y” or “iodd” 
i s g i ven by a que ry st rin g 

M  

/parameters 

/{parameterName} 

/value 

5 .7 .14 GET  Re a d  a p arameter value f rom the sp ecific 
De vi ce by p arameter name. 

IODD su p port is re quire d 

C
1
 

/parameters 

/{parameterName} 

/subindices 

/{subParametername}

/value 

5 .7 .15 GET  Re a d  a p arameter value f rom the sp ecific 
De vi ce by p arameter name and  subname.  

IODD su p port is re quire d. 

C
1
 

/parameters 

/{index}/value 

5 .7 .16 POST Wri te  a p arameter value with the given 
i n d ex to the sp ecified Device.  

T h e  format is g iven  within the bod y .  

M  

/parameters 

/{parameterName} 

/value 

5 .7 .17 POST Wri te  a p arameter value b y name to the 
sp e ci fied Device. 

T h e  format is g iven  within the bod y. 

IODD su p port is re quire d. 

C
1
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/parameters 

/{index}/subindices 

/{subindex}/value 

5 .7 .18 POST Wri te  a p arameter value with the given 
i n d ex a nd su bin dex to the sp ecified Device . 

T h e  format is g iven  within the bod y. 

M  

/parameters 

/{parameterName}/ 

/subindices 

/{subParameterName}

/value 

5 .7 .19 POST Wri te  a p arameter value to the  specific 
De vi ce  by the p arame ter name and 

su b n a me. 

T h e  format is g iven  within the bod y. 

IODD su p port is re quire d. 

C
1
 

/blockparameterizat

ion 

5 .7 .20 POST Wri te  or read o ne or more paramete rs using  
th e  blo ck p arameterization method. The 

fo rm at can b e byteArray o r IODD base d. 

M  

Eve n ts 

/events 5 .7 .21 GET  re a d ing the  Eve ntLog fi ltered for a sp ecific 
De vi ce 

M  

NOT E The evalua tion of IODD conditions will be d one implic it by the JSON se rver  

NOT E 1 Mandatory if IODD su pport is a vailable  

 516 

5.7.2 GET /capabilities 517 

Read the capabilities of the specific Device. 518 

Table 51 – GET /capabilities 519 

 520 

 De s c ription 

De scri ption  Re a d  th e capa bilities o f the spe cific Device. 

Syste m Behavior No th ing will be  chang ed or modified. 

Pa th   /d e vices/ {deviceAlias}/ca pabilities  (se e Table 1 16) 

Qu e ry 
p a ra meters 

–  

E rro rs (se e  A .2), (se e 4.5.10) 

Su ccess HT T P 20 0 - OK 

Re q u est  body  –  

Re sp o nse  body Ob j ect defined in  Table 5 2 – Object DeviceCapabilities 

 521 

Table 52 – Object DeviceCapabilities 522 

 523 

Obj ect De v ice c apabili ties  

Prope rty Type  Va lue  De s c ription M /O/C 

minimumCycleTime o b j ect  Ob j ect defined in  Table 1 12 – 

Ob j ect CycleTime 

 M  

supportedProfiles Arra y o f 
n u m bers 

 
se e  [1 0]  

C
1
 

NOT E 1 Mandatory if Device su pports p rofiles 

 524 

Example 525 

Request 526 

GET /iolink/v1/devices/sensor34/capabilities 

Response 527 
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{ 

  "minimumCycleTime": { 

    "value": 2.3, 

    "unit": "ms" 

   }, 

  "supportedProfiles": [10,32770] 

} 

 528 

5.7.3 GET / identification 529 

Read the identification of the Device. 530 

Table 53 – GET / identification 531 

 532 

 De s c ription 

De scri ption  Re a d  th e identification o f the Device. 

Syste m Behavior No th ing will be  chang ed or modified. 

Pa th  /d e vices/ {deviceAlias}/ identificatio n  (se e Ta ble 1 16) 

Qu e ry parameters –  

E rro rs (se e  A .2), (se e 4.5.10) 

Su ccess HT T P 20 0 - OK 

Re q u est  body  –  

Re sp o nse  body  Ob j ect defined in  Table 5 4 – Object Device Identification  Get 

 533 

Table 54 – Object Device Identification Get 534 

 535 

Obj ect De v ice Identification GET  

Prope rty Type  Va lue  De s c ription M /O/C 1 

vendorId n u m ber  se e  [1 ]  M  

deviceId n u m ber  se e  [1 ]  M  

iolinkRevision st ri n g  se e  [1 ]  M  

vendorName st ri n g  se e  [1 ]  C 

vendorText st ri n g  se e  [1 ]  C 

productName st ri n g  se e  [1 ]  C 

productId st ri n g  se e  [1 ]  C 

productText st ri n g  se e  [1 ]  C 

serialNumber st ri n g  se e  [1 ]  C 

hardwareRevision st ri n g  se e  [1 ]  C 

firmwareRevision st ri n g  se e  [1 ]  C 

applicationSpecificTag st ri n g  se e  [1 ]  C 

locationTag st ri n g  se e  [1 ]  C 

functionTag st ri n g  se e  [1 ]  C 

NOT E 1 M/O/C according to  [1] 

 536 

Example: 537 

Request 538 
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GET /iolink/v1/devices/sensor34/identification 

Response 539 

{ 

  "vendorId": 26, 

  "deviceId": 42, 

  "iolinkRevision": "1.1", 

  "vendorName": "SICK AG", 

  "vendorText": "Sensor Intelligence.", 

  "productName": "WTxx16", 

  "productId": "PROD-123456", 

  "productText": "Light switch", 

  "serialNumber": "IOLM123456", 

  "hardwareRevision": "3.2.1.444R", 

  "firmwareRevision": "3.2.1.888R", 

  "applicationSpecificTag": "Fallback light switch at the end of the belt", 

  "locationTag": "Down under", 

  "functionTag": "Check end of belt" 

} 

 540 

5.7.4 POST / identification 541 

Write Device specific tags inc luding the applicationSpecificTag, the locationTag and the 542 

funct ionTag (see [1]) i f available.  543 

Table 55 – POST / identification 544 

 545 

 De s c ription 

De scri ption  Wri te  all identification d ata o f an IO-Link Device. 

Syste m Behavior I f  th ere are n o rest rictions the object will b e modified . 

Pa th   /d e vices/ {deviceAlias}/ identificatio n   (se e Table 116) 

Qu e ry parameters –  

E rro rs (se e  A .2), (se e 4.5.10) 

Su ccess HT T P 20 4 - No Content  

Re q u est  body  –  

Re sp o nse  body  Ob j ect defined in  Table 5 6 – Object DeviceIde ntificationPOST 

 546 

Table 56 – Object DeviceIdentificationPOST 547 

 548 

Obj ect De v iceIdentificationPOST  

Prope rty Type  Va lue  De s c ription M /O/C 1 

applicationSpecificTag st ri n g  se e  [1 ]  O
2
 

locationTag st ri n g  se e  [1 ]  O
2
 

functionTag st ri n g  se e  [1 ]  O
2
 

NOT E 1 M/O/C according [1 ] 

NOT E 2 at  least  one of  the p roperties sh all b e prese nt  

 549 

Example: 550 

Request 551 

POST /iolink/v1/devices/sensor34/identification 
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{ 

  "applicationSpecificTag": "Fallback light switch at the end of the belt", 

  "locationTag": "Down under", 

  "functionTag": "Check start of belt" 

} 

 552 

5.7.5 GET /processdata/value 553 

Read the process data input values and output values of the specified Device. The request 554 

format can be byteArray or IODD based. If IODD format is requested the IODD feature shall be 555 

supported.  556 

Process data can always be accessed by addressing a device even if no physical device is  557 

at tached at the port. Process data c omprises digital inputs on I/Q and C/Q (also if the Device 558 

is  in “SIO” mode) as well as IO-Link process data if the port is in communication.  559 

 560 

Table 57 – GET /processdata/value 561 

 562 

 De s c ription 

De scri ption  Re a d  th e process d a ta (input values a nd/or the output values) of  the sp ecified  Device.   

T h e  re quested fo rmat i s i n dicated b y a  q u ery st ri ng a nd ca n b e  b yteArray (default) or 
IODD b ase d.  

Syste m Behavior No th ing will be  chang ed or modified. 

Pa th  /d e vices/ {deviceAlias}/proce ssd ata/value   (se e Table 116) 

Qu e ry parameters Fo rm at  request  parameters (se e Table 5 8) 

E rro rs (se e  A .2), (se e 4.5.10) 

Su ccess HT T P 20 0 - OK 

Re q u est  body  –  

Re sp o nse  body  Ob j ect defined in  Table 5 9 – Object P rocessDa taInOut 

 563 

 564 

Table 58 – format request query parameters 565 

 566 

Que ry parameter  Va lues Re ma rk 

fo rm at Enume ration: 
“b yte Array” 

“i o d d” 

De fa ult is “b yteArray” 

 567 

Table 59 – Object ProcessDataInOut 568 

 569 

Obj ect Proc essDataInOut 

Prope rty Type  Va lue  De s c ription M /O/C 

getData o b j ect  Ob j ect defined in  Table 6 0 – Object 

P ro ce ssData 

 C
1
 

setData o b j ect  Ob j ect defined in  Table 6 0 – Object 

P ro ce ssData 

 C
2
 

NOT E 1 if the request  is GET /pro cessd ata/getdata/value o r  GET /processd ata/value the process d ata con tent 
i s “g e tDa ta” 

NOT E 2 if the request  is GET /pro cessd ata/setdata/value or  GET /processd ata/value the  process d a ta content  

i s “se tDa ta” 
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 570 

Table 60 – Object ProcessData 571 

 572 

Obj ect Proc essData 

Prope rty Type  Va lue  De s c ription M /O/C 

iolink o b j ect  Ob j ect defined in  Table 6 1 – Object 
p ro ce ssDataIOL 

 C
1
 

iqValue b o o lean t ru e ,  false t ru e  =  high si gnal C
2
 

cqValue b o o lean t ru e ,  false t ru e  =  high si gnal C
3
 

NOT E 1 I f port is i n IO-Lin k mode a nd Device is connected  

NOT E 2 I f I /Q is a vailable and configured a s digital input for GET o r configured a s digital ou tput for POST  

NOT E 3 I f C/Q  is available a nd co nfigured as d igital in put fo r GET or configured as d igital output  for POST  

 573 

Table 61 – Object processDataIOL 574 

 575 

Obj ect proc e ssData IOL 

Prope rty Type  Va lue  De s c ription M /O/C 

valid b o o lean t ru e , false Fo r o u tput  data valid is 
a l wa ys t rue. 

M  

value a rra y o f 
n u m bers 

Byte  array (see 4 .5.8) o rd e r in big endian C
1
 

value b o o lean,  

st ri n g,   

n u m ber 

 si m p le types C
2
 

value o b j ect  Ob j ect defined in  Table 7 2 – Object 
co m plexParameterValue 

 C
3
 

NOT E 1 I f the format is “b yteArray” 

NOT E 2 I f the format is “i odd” and process d ata are of si mple type, naming sh all b e according 4.5.6 

NOT E 3 I f the format is “i odd” and process d ata are of complex type, naming sh all b e according 4.5 .6 

 576 

Examples: 577 

Example 1:   578 

Device is  a sensor/actuator in IO-Link communication, I/Q is available and configured as a 579 

digital input.  580 

Request (format byteArray) 581 

GET /iolink/v1/devices/master1port6/processdata/value?format=byteArray 

Response 582 

{ 

  "getData": { 

    "iolink": { 

      "valid": true, 

      "value": [12,22,216] 

    }, 

    "iqValue": false 

  }, 

  "setData": { 

    "iolink": { 

      "valid": true, 

      "value": [128,221,134] 
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    } 

  } 

} 

 583 

Example 2:   584 

Device is  a sensor/actuator in IO-Link communication, I/Q is available and configured as a 585 

digital input. 586 

Request (format IODD) 587 

GET /iolink/v1/devices/master1port6/processdata/value?format=iodd 

Response 588 

{ 

  "getData": { 

    "iolink": { 

      "valid": true, 

      "value": {"Pressure": 1.2} 

    }, 

    "iqValue": false 

   }, 

   "setData": { 

     "iolink": { 

       "valid": true, 

       "value": {"Temperature": 50} 

     } 

   } 

} 

 589 

5.7.6 GET /processdata/getdata/value 590 

Read the process data input value of the specified Device. The request format can be byteArray 591 

or IODD based. If IODD format is requested the IODD feature has to be supported.  592 

Process data can always be accessed by addressing a device even if no physical device is  593 

at tached at the port. Process data comprises digital inputs on I/Q and C/Q (also if the Device 594 

is  in “SIO” mode) as well as IO-Link process data if the port is in communication.  595 

 596 

Table 62 – GET /processdata/getdata/value 597 

 598 

 De s c ription 

De scri ption  Re a d  th e process d a ta input  value o f the  specified Device.  

T h e  re quested fo rmat i s i n dicated b y a  q u ery st ri ng a nd ca n b e  b yteArray (default) or 
IODD b ase d.  

Syste m Behavior No th ing will be  chang ed or modified. 

Pa th  /d e vices/ {deviceAlias}/proce ssd ata/getdata/value  (se e Table 116) 

Qu e ry parameters Fo rm at  request  parameters (se e Table 5 8) 

E rro rs (se e  A .2), (se e 4.5.10) 

Su ccess HT T P 20 0 - OK 

Re q u est  body  –  

Re sp o nse  body  Ob j ect defined in  Table 6 0 – Object P rocessDa ta 

 599 
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Examples: 600 

Example 1:  Device is a sensor in IO-Link communication, I/Q is available and configured as 601 

digital input 602 

The IO-Link process data is 0xC16D8 = 792280dec  603 

Request (format is byteArray). 604 

GET /iolink/v1/devices/master1port6/processdata/getdata/value?format=byteArray 

Response 605 

{ 

  "iolink": { 

    "valid": true, 

    "value": [12,22,216] 

  }, 

  "iqValue": true 

} 

 606 

Example 2: Device is a sensor in IO-Link communication and I/Q is available configured as a 607 

digital input. The process data are of s imple type. 608 

Request (format IODD). 609 

GET /iolink/v1/devices/master1port6/processdata/getdata/value?format=iodd 

Response 610 

{ 

  "iolink": { 

    "valid": true, 

    "value": 15.2 

  }, 

  "iqValue": true 

} 

 611 

Device is a sensor in IO-Link communication and I/Q is available configured as a digital input. 612 

The process data are of complex type 613 

Request (format IODD). 614 

GET /iolink/v1/devices/master1port6/processdata/getdata/value?format=iodd 

Response 615 

{ 

  "iolink": { 

    "valid": true, 

    "value": { 

      "Distance": {"value": 15 }, 

      "Quality": {"value": 12 } 

    } 

  }, 

  "iqValue": true 

} 

 616 
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Example 3: Device is a sensor in SIO Mode, I/Q and C/Q are available and configured as digital 617 

inputs 618 

Request (format IODD). 619 

GET /iolink/v1/devices/master1port6/processdata/getdata/value?format=iodd 

Response 620 

{ 

  "iqValue": true, 

  "cqValue": false 

} 

 621 

 622 

5.7.7 GET /processdata/setdata/value 623 

Read the process data output value of the specified Device. The request format can be 624 

byteArray or IODD based. If IODD format is requested the IODD feature has to be supported.  625 

Process data can always be accessed by addressing a device even if no physical device is  626 

at tached at the port. Process data c omprises digital inputs on I/Q and C/Q (also if the Device 627 

is  in “SIO” mode) as well as IO-Link process data if the port is in communication.  628 

 629 

Table 63 – GET /processdata/setdata/value 630 

 631 

 De s c ription 

De scri ption  Re a d  th e process d a ta (input d ata) of  the sp ecified  Device.   

T h e  re quested fo rmat i s i n dicated b y a  q u ery st ri ng a nd ca n b e  b yteArray (default) or 
IODD b ase d.  

Syste m Behavior No th ing will be  chang ed or modified. 

Pa th  /d e vices/ {deviceAlias}/proce ssd ata/se tdata /value   (se e  Table 1 16) 

Qu e ry parameters Fo rm at  request  parameters (se e Table 5 8) 

E rro rs (se e  A .2), (se e 4.5.10) 

Su ccess HT T P 20 0 - OK 

Re q u est  body  –  

Re sp o nse  body  Ob j ect defined in  Table 6 0 – Object P rocessDa ta 

 632 

5.7.8 POST /processdata/value 633 

Write the process data output value to the specified Device. Process data can also be written 634 

by addressing a Device even if no physical Device is attached at  the port but I/Q or C/Q are 635 

available. The Device is addressed by the device name (see 4.4.3). 636 

 637 

Table 64 – POST /processdata/value 638 

 639 

 De s c ription 

De scri ption  Wri te  the  process d a ta output value to the sp ecified Device. The re quested format is 
i m plicitly  defined within the body. No q uery paramete rs a re nee ded.  

Syste m Behavior I f  th ere are n o rest rictions p rocess d a ta will be u pdated .  

Pa th  /d e vices/ {deviceAlias}/proce ssd ata/value   (se e Table 116) 
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Qu e ry parameters –  

E rro rs (se e  A .2),( se e 4.5.10) 

Su ccess HT T P 20 4 - No Content  

Re q u est  body Ob j ect defined in  Table 6 0 – Object P rocessDa ta 

Re sp o nse  body  –  

 640 

Examples: 641 

Example 1:   642 

Device is  an actuator in IO-Link communication, I/Q is  available and configured as a digital 643 

output.  644 

Request (implicit format byteArray) 645 

POST /iolink/v1/devices/master1port6/processdata/value 

 

{ 

  "iqValue": false, 

  "iolink": { 

    "valid": true, 

    "value": [12,22,216] 

  }  

} 

 646 

Example 2:   647 

Device is  an actuator in IO-Link communication, I/Q is  available and configured as a digital 648 

output. Process data is of s imple type  649 

Request (implicit format IODD, s imple type) 650 

POST /iolink/v1/devices/master1port6/processdata/value 

 

{ 

  "iqValue": true, 

  "iolink": { 

    "valid": true, 

    "value": 32.4 

  }  

} 

 651 

Example 3:   652 

Device is  an actuator in IO-Link communication, I/Q is  available and configured as a digital 653 

output. Process data are of complex type. 654 

Request (implicit format IODD, complex type) 655 

POST /iolink/v1/devices/master1port6/processdata/value 

 

{ 

  "iqValue": true, 

  "iolink": { 

    "valid": true, 

    "value": { 

      "Valve_1": true, 

      "Valve_2": false 

    } 

  } 
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} 

 656 

 657 

5.7.9 GET /parameters 658 

Read a l ist of all available parameter indices and parameter names of the specific Device. IODD 659 

support is required. 660 

Table 65 – GET /parameters 661 

 662 

 De s c ription 

De scri ption  Re a d  a list  of all availa ble p arameter indices a nd pa rameter n ames o f the  specific 
De vi ce. 

Syste m Behavior No th ing will be  chang ed or modified. 

Pa th  /d e vices/ {deviceAlias}/parameters   (se e  Table 116) 

Qu e ry parameters –  

E rro rs (se e  A .2), (se e 4.5.10) 

Su ccess HT T P 20 0 - OK 

Re q u est  body  –  

Re sp o nse  body A rra y o f object defined  in Table 6 6 – Obje ct p arame terList  

 663 

 664 

Table 66 – Object parameterList 665 

 666 

Obj ect pa ra meterList  

P rope rty Type  Va lue  De s c ription M /O/C 

index n u m ber i n teger se e  [1 ]  M  

parameterName st ri n g Na m e  of p arameter se e  4 .5.6 M  

 667 

Example: 668 

Request 669 

GET /iolink/v1/devices/sensor34/parameters 

Response 670 

[ 

  { 

    "index": 10, 

    "parameterName": "Vendor_Name" 

  }, 

  { 

    "index": 12, 

    "parameterName": "Product_Name" 

  }, 

  { 

    "index": 13, 

    "parameterName": "ProductID" 

  } 

] 

 671 
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5.7.10 GET /parameters/{index}/subindices 672 

Read all available parameter subindices and subparameter names (referenced by ISDU). IODD 673 

support is required. 674 

 675 

Table 67 – GET /parameters/{index}/subindices 676 

 677 

 De s c ription 

De scri ption  Re a d  all available parameter su b-indices,  su b-parameter names (re ferenced b y ISDU).  

Syste m Behavior No th ing will be  chang ed or modified. 

Pa th  /d e vices/ {deviceAlias}/parameters/ {ind ex}/su bindices   (se e  Table  116) 

Qu e ry parameters –  

E rro rs (se e  A .2), (se e 4.5.10) 

Su ccess HT T P 20 0 - OK 

Re q u est  body –  

Re sp o nse  body  A rra y o f object defined  in Table 6 8 – Obje ct d evice SubParameters 

 678 

Table 68 – Object deviceSubParameters 679 

 680 

Obj ect de v iceSubParamete rs 

Prope rty Type  Va lue  Re ma rk M /O/C 

subIndex n u m ber i n teger 

 

 M  

subParameterName st ri n g  Na m e  of su b p arameter see 4 .5.6 M  

 681 

Example: 682 

Request 683 

GET /iolink/v1/devices/sensor34/parameters/64/subindices 

Response 684 

[ 

  { 

    "subIndex": 1, 

    "subParameterName": "switching_mode" 

  }, 

  { 

    "subIndex": 2, 

    "subParameterName": "switching_value_on" 

  }, 

  { 

    "subIndex": 3, 

    "subParameterName": "switching_value_off" 

  } 

] 

 685 

5.7.11 GET /parameters/{parameterName}/subindices 686 

Read all available parameter subindices, subparameter names (referenced by parameter 687 

name). IODD support required. 688 
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Table 69 – GET /parameters/{parameterName}/subindices 689 

 690 

 De s c ription 

De scri ption  Re a d  all available parameter su bindices,  su bparameter names (re ferenced by parameter 
n a m e). 

Syste m Behavior No th ing will be  chang ed or modified. 

Pa th  /d e vices/ {deviceAlias}/parameters/ {parameterName}/subindices   (se e Table 116) 

Qu e ry parameters –  

E rro rs (se e  A .2), (se e 4.5.10) 

Su ccess HT T P 20 0 - OK 

Re q u est  body –  

Re sp o nse  body  A rra y o f object defined  in Table 6 8 – Obje ct d evice SubParameters 

 691 

Example: 692 

A Device has a parameter named “Switch_properties” with some subindices. 693 

Request 694 

GET /iolink/v1/devices/sensor34/parameters/Switch_properties/subindices 

Response 695 

[ 

  { 

    "subIndex": 1, 

    "subParameterName": "switching_mode" 

  }, 

  { 

    "subIndex": 2, 

    "subParameterName": "switching_value_on" 

  }, 

  { 

    "subIndex": 3, 

    "subParameterName": " switching_value_off" 

  } 

] 

 696 

5.7.12 GET /parameters/{index}/value 697 

Read a specific parameter value and its sub-parameter values (if the parameter has complex 698 

type) with the given index from the specified Device. The requested format is indicated by a 699 

query  string and can be byteArray (default) or IODD based. For format “iodd” the IODD support 700 

is  needed. 701 

Table 70 – GET /parameters/{index}/value 702 

 703 

 De s c ription 

De scri ption  Re a d  a sp ecific parameter a nd its su bparameter values (if  the p arameter has complex 

typ e ) with the g iven index from the sp ecified Device. 

Syste m Behavior No th ing will be  chang ed or modified. 

Pa th  /d e vices/ {deviceAlias}/parameters/ {ind ex}/valu e   (se e Table 116) 

Qu e ry parameters Se e  Table 58 

E rro rs (se e  A .2), (se e 4.5.10) 

Su ccess HT T P 20 0 - OK 
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Re q u est  body –  

Re sp o nse  body  o n e  o f objects that a re listed as o ptions i n the deviceParameterValues o bject  l ist   (se e 
T a ble  71) 

 704 

Table 71 – deviceParameterValues object l ist 705 

 706 

de v iceParameterValues object list  

o b j ect  Ob j ect defined in  Table 7 4 – Object rawParamete rValue  C
1
 

o b j ect  Ob j ect defined in  Table 7 3 – Object si mpleParameterValue  C
2
 

o b j ect  Ob j ect defined in  Table 7 2 – Object complexPa rameterValue       C
3
 

NOT E 1 I f format  is “byteArray” 

NOT E 2 I f format  is “iodd” and p rocess d a ta are of  simple type, n aming sh all be a ccording  to 4.5.6 

NOT E 3 only available for indices o r process d a ta with complex da ta types 

 707 

Table 72 – Object complexParameterValue 708 

 709 

Obj ect c omplexParameterValue 

Prope rty Type  Va lue  Re ma rk M /O/C 

{parameterName} o b j ect  Ob j ect defined in  Table 7 3 – 
Ob j ect simpleParameterValue 

  

NOT E  IODDname is b ase d on rules se e  4.5.6 

 710 

 711 

 712 

Table 73 – Object simpleParameterValue 713 

 714 

Obj ect s impleParameterValue 

Prope rty Type  Va lue  Re ma rk M /O/C 

value b o o lean,  

st ri n g,   

n u m ber 

 S i m ple types e .g. " value":15.2 

 

 

 715 

Table 74 – Object rawParameterValue 716 

 717 

Obj ect ra w ParameterValue 

Prope rty Type  Va lue  Re ma rk M /O/C 

value a rra y o f 

n u m bers 

 se e  4 .5.8  

 718 

Example: 719 

Example 1:  Request (format byteArray) 720 

GET /iolink/v1/devices/sensor34/parameters/65/value/?format=byteArray 

Response  721 

{ 

  "value": [0,156,125,25] 

} 

 722 
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Example 2:  Request (format iodd) 723 

GET /iolink/v1/devices/sensor34/parameters/65/value?format=iodd 

Response (s imple type) 724 

{ 

  "value": 15.2 

} 

 725 

Example 3:  Request (format iodd) 726 

GET /iolink/v1/devices/sensor34/parameters/65/value?format=iodd 

Response (complex type)      727 

{ 

  "Distance": {"value": 15 }, 

  "Quality": {"value": 12 } 

} 

 728 

5.7.13 GET /parameters/{index}/subindices/{subindex}/value 729 

Read the value of a specific sub parameter with the given index and subindex from the specified 730 

Device. The requested format is indicated by a query string and can be byteArray (default) or 731 

IODD based. For format “iodd” the IODD support is needed. 732 

 733 

Table 75 – GET /parameters/{index}/subindices/{subindex}/value  734 

 735 

 De s c ription 

De scri ption  Re a d  th e value o f a sp ecific su b parameter with the given  index a nd su bindex. 

Syste m Behavior No th ing will be  chang ed or modified. 

Pa th   /d e vices/ {deviceAlias}/parameters/ {ind ex}/su bindices/ {subindex}/value    (se e Table 1 16) 

Qu e ry parameters Se e  Table 58 

E rro rs (se e  A .2), (se e 4.5.10) 

Su ccess HT T P 20 0 - OK 

Re q u est  body –  

Re sp o nse  body  o n e  o f objects that a re listed as o ptions i n the deviceParameterValues o bject  l ist   (se e 

T a ble  71) 

 736 

 737 

Example 738 

Example 1:  Request (format byteArray) 739 

GET /iolink/v1/devices/sensor34/parameters/25/subindices/3/value?format=byteArray 

Response 740 

{ 

  "value": [0,156,125,25] 

} 
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 741 

Example 2:  Request (format iodd) 742 

GET /iolink/v1/devices/sensor34/parameters/25/subindices/3/value?format=iodd 

Response 743 

{ 

  "value": 15.2 

} 

 744 

5.7.14 GET /parameters/{parameterName}/value 745 

Read a specific parameter value with the given name. The parameterName shall fol low the 746 

rules  of IODD based naming rules (see 4.5.6). IODD support is needed.  747 

Table 76 – GET /parameters/{parameterName}/value 748 

 749 

 De s c ription 

De scri ption  Re a d  a sp ecific parameter value with the given n ame. 

Syste m Behavior No th ing will be  chang ed or modified. 

Pa th  /d e vices/ {deviceAlias}/parameters/ {parameterName}/value   (se e Table 116 ) 

Qu e ry parameters Fo rm at  request  parameters (se e Table 5 8) 

E rro rs (se e  A .2), (se e 4.5.10) 

Su ccess HT T P 20 0 - OK 

Re q u est  body –  

Re sp o nse  body  o n e  o f objects that a re listed as o ptions i n the deviceParameterValues o bject  l ist   (se e 
T a ble  71) 

 750 

Example 751 

Example 1:  Request (format byteArray) 752 

GET /iolink/v1/devices/sensor34/parameters/nameOfVariable/value/?format=byteArray 

Response 753 

{ 

  "value":[0,156,125,25] 

} 

 754 

Example 2:  Request (format iodd) 755 

GET /iolink/v1/devices/sensor34/parameters/nameOfVariable/value/?format=iodd 

Response (s imple type) 756 

{ 

  "value":15.2 

} 

 757 

Example 3:  Request (format iodd) 758 
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GET /iolink/v1/devices/sensor34/parameters/nameOfVariable/value/?format=iodd 

Response (complex type)      759 

{ 

  "Distance": {"value": 15 }, 

  "Quality": {"value": 12 } 

} 

 760 

5.7.15 GET /parameters/{parameterName}/subindices/{subParameterName}/value  761 

Read the content of a specific sub parameter value with the given name and subname from the 762 

specified Device.  763 

 764 

Table 77 – GET /parameters/{parameterName}/subindices/{subParameterName}/value 765 

 766 

 De s c ription 

De scri ption  Re a d  th e content o f a sp ecific su b parameter value with the given name a nd su bname. 

Syste m Behavior No th ing will be  chang ed or modified. 

Pa th   /d e vices/ {deviceAlias}/parameters/ {parameterName}/subindices/ {sub ParameterName}/va
l u e    (se e Table 116) 

Qu e ry parameters Fo rm at  request  parameters (se e Table 5 8) 

E rro rs (se e  A .2) ), (se e 4 .5.10) 

Su ccess HT T P 20 0 - OK 

Re q u est  body –  

Re sp o nse  body  o n e  o f objects that a re listed as o ptions i n the deviceParameterValues o bject  l ist   (se e 

T a ble  71) 

 767 

 768 

Example 769 

Example 1:  Request (format byteArray) 770 

GET 

/iolink/v1/devices/sensor34/parameters/nameOfVariable/subindices/subName/value?form

at= byteArray 

 771 

Response 772 

{ 

  "value":[0,156,125,25] 

} 

 773 

Example 2:  Request (format iodd) 774 

GET 

/iolink/v1/devices/sensor34/parameters/nameOfVariable/subindices/subName/value?form

at= iodd 

Response 775 
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{  

  "value": 152 

} 

 776 

5.7.16 POST /parameters/{index}/value 777 

Write the parameter with the given index to the Device. The format is given within the body. 778 

 779 

Table 78 – POST /parameters/{index}/value 780 

 781 

 De s c ription 

De scri ption  Wri te  the  parameter with th e given index  to the Device. 

Syste m Behavior I f  th ere are n o rest rictions,  parameter will b e updated . 

Pa th   /d e vices/ {deviceAlias}/parameters/ {ind ex}/valu e   (se e Table 116) 

Qu e ry parameters –  

E rro rs (se e  A .2), (se e 4.5.10) 

Su ccess HT T P 20 4 - No Content  

Re q u est  body o n e  o f objects that a re listed as o ptions i n the deviceParameterValues o bject  l ist   (se e 
T a ble  71) 

Re sp o nse  body  –  

 782 

Example 1 (raw bytes) 783 

POST /iolink/v1/devices/sensor34/parameters/125/value 

 

{ 

  "value":[0,156,125,25] 

} 

 784 

Example 2 (s imple type) 785 

POST /iolink/v1/devices/sensor34/parameters/125/value 

 

{ 

  "value": 15 

} 

 786 

Example 3 (complex type) 787 

POST /iolink/v1/devices/sensor34/parameters/125/value 

 

{ 

  "Distance": {"value": 15}, 

  "Quality": {"value": 12} 

} 

 788 

5.7.17 POST /parameters/{parameterName}/value 789 

Write the parameter with the given name to the specified Device. The format is given within the 790 

body. 791 
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Table 79 – POST /parameters/{parameterName}/value 792 

 793 

 De s c ription 

De scri ption  Wri te  the  parameter with th e given n ame to the sp ecified Device. 

Syste m Behavior I f  th ere are n o rest rictions p arameter  will be u pdated.  

Pa th  /d e vices/ {deviceAlias}/parameters/ {parameterName}/value    (se e Table 116 ) 

Qu e ry parameters –  

E rro rs (se e  A .2) ), (se e 4 .5.10) 

Su ccess HT T P 20 4 - No Content  

Re q u est  body On e  o f objects that a re listed a s op tions in the deviceParameterValues o bject l ist  (se e 
T a ble  71) 

Re sp o nse  body  –  

 794 

Example 795 

POST /iolink/v1/devices/sensor34/parameters/variableName/value 

 

{ 

  "value":[0,156,125,25] 

} 

 796 

POST /iolink/v1/devices/sensor34/parameters/variableName/value 

 

{ 

  "value": 15 

} 

 797 

POST /iolink/v1/devices/sensor34/parameters/variableName/value 

 

{ 

  "Distance": {"value": 15}, 

  "Quality": {"value": 12} 

} 

 798 

5.7.18 POST /parameters/{index}/subindices{subindex}/value  799 

Write the sub parameter with the given index and subindex to the Device. The format is given 800 

within the body. 801 

 802 

Table 80 – POST /parameters/{index}/subindices{subindex}value 803 

 804 

 De s c ription 

De scri ption  Wri te  the  sub p arameter with the  given index and su bindex  to the Device. 

Syste m Behavior I f  th ere are n o rest rictions p arameter will be u pdated.  

Pa th  /d e vices/ {deviceAlias}/parameters/ {ind ex}/su bindices/ {subindex}value    (se e Table 116) 

Qu e ry parameters –  

E rro rs (se e  A .2), ),  (see 4 .5.10 ) 

Su ccess HT T P 20 4 - No Content  
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Re q u est  body On e  o f objects that a re listed a s op tions in the deviceParameterValues o bject l ist  (se e 
T a ble  71) 

Re sp o nse  body  –  

 805 

Example 806 

POST /iolink/v1/devices/sensor34/parameters/35/subindices/4/value 

 

{ 

  "value":[0,156,125,25] 

} 

 807 

5.7.19 POST /parameters/{parameterName}/subindices/{subParameterName}/value 808 

Write the sub-parameter with the given parameter name and subParameterName to the 809 

specified Device. 810 

Table 81 – POST /parameters/{ parameterName }/subindices/{subParameterName}/value 811 

 812 

 De s c ription 

De scri ption  Wri te  the  sub-parameter with the given parameter name a nd su bParameterName . The 
re q u ested format  is implic it defined  within the body. 

Syste m Behavior I f  th ere are n o rest rictions p arameter will be u pdated.  

Pa th  /d e vices/ {deviceAlias}/parameters/ {parameterName}/subindices/ {sub Parametername}value    

se e  T a ble 1 16 

Qu e ry parameters –  

E rro rs (se e  A .2), (se e 4.5.10) 

Su ccess HT T P 20 4 - No Content  

Re q u est  body On e  o f objects that a re listed a s op tions in the deviceParameterValues o bject l ist  (se e 

T a ble  71) 

Re sp o nse  body  –  

 813 

Example 814 

POST 

/iolink/v1/devices/sensor34/parameters/name_of_parameter/subindices/name_of_subpara

meter/value 

 

{ 

  "value": 152 

} 

 815 

5.7.20 POST /blockparametrization 816 

Writing or reading one or more parameters by using the block parameterization method  see [1]. 817 

The request format can be byteArray or IODD based. 818 

Table 82 – POST /blockparametrization 819 

 820 

 De s c ription 

De scri ption  Wri t in g or reading one o r more parameters a s a  block (consi ste nt). 

Syste m Behavior I f  th ere are n o rest rictions for writing , the o bjects will be m odifie d. 

Pa th  /d e vices/ {deviceAlias}/blockp arametrization   (se e  Table 1 16) 



JSON Integration for IO-Link   – 57 –     Version 1.0.0 

Qu e ry parameters Fo rm at  request  parameters (se e Table 5 8) 

E rro rs (se e  A .2), (se e 4.5.10) 

Su ccess HT T P 20 0 - OK 

 

Re q u est  body  Ob j ect defined in  Table 8 3 – Object BlockParame trizationRequest  

Re sp o nse  body  A rra y o f object defined  in Table 8 4 – Obje ct Blo ckParametrizationAnswe r 

 821 

Table 83 – Object BlockParametrizationRequest 822 

 823 

Obj ect Bloc k ParametrizationReadRequest 

Prope rty Type  Va lue  Re ma rk M /O/C 

direction st ri n g Enume ration: 
“re a d ” 

“wri te” 

 M  

parameters Arra y o f 

o b j ect s 

 

Ob j ect defines i n Table 85 –  
Ob j ect BlockParameters 

 

Ad d resse s a nd values (o n 
wri te ) o f all parameters o r 

su b Pa rameters  

 

M  

 

 824 

Table 84 – Object BlockParametrizationAnswer 825 

 826 

 827 

Obj ect Bloc k parametr izationAnswer  

Prope rty type  Va lue  Re ma rk M /O/C 

identifier o b j ect  Ob j ect defined in  Table 8 7 – Object 
Su b IndexAdd ress 

 M  

result o b j ect  Ob j ect defined in  Table 8 8 – Object 
Pa ra meterResult  

 

 M  

 828 

Table 85 – Object BlockParameters 829 

 830 

Obj ect Bloc k Parameters 

Prope rty Type  Va lue  Re ma rk M /O/C 

identifier o b j ect  Ob j ect defined in  Table 8 7 – 
Ob j ect SubIndexAddress 

 

 M  

content o b j ect  Ob j ect defined in  Table 8 6 – 
Ob j ect Paramete rValue 

 C
1
 

NOT E 1 when direction is write 

 831 

Table 86 – Object ParameterValue 832 

 833 

Obj ect Pa ra meterValue 

Prope rty Type  Va lue  Re ma rk M /O/C 

value a rra y o f numbers se e  4 .5.8  

 

C
1, 4
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value b o o lean,  

st ri n g,   

n u m ber 

 S i m ple types C
2, 4

 

value o b j ect  Ob j ect defined in  Table 7 2 – Object 

co m plexParameterValue 

Co m plex types C
3, 4

 

NOT E 1 this i s format “byteArray” 

NOT E 2 this i s for fo rmat  “iodd ” 

NOT E 3 this i s for fo rmat  “iodd ” b ut not  for su bindex/subpa rameter a ccess 

NOT E 4 only one value  property ca n be prese nt  

 834 

Table 87 – Object SubIndexAddress 835 

 836 

Obj ect SubIndexAddress  

Prope rty Type  Va lue  Re ma rk M /O/C 

index n u m ber i n teger   C
1
 

subIndex n u m ber i n teger NOT E 3 C
1
 

parameterName st ri n g {p a ra meterName}  C
2
 

subParameterName st ri n g {su b Pa rameterName} NOT E 3 C
2
 

NOT E 1 this i s format “byteArray” 

NOT E 2 this i s format “iodd” if IODD is su p ported 

NOT E 3 subIndex o r subParameterName a re  only needed if su b p arameters a re a ddresse d 

 837 

Table 88 – Object ParameterResult 838 

 839 

Obj ect Pa ra meterResult 

Prope rty Type  Va lue  Re ma rk M /O/C 

parameterExchange

Result 

st ri n g Enume ration: 
“WRIT E_SUCCESS” 

“READ_ SUCCESS ”  

“ERROR” 

 M  

content o b ject Ob j ect defined in  Table 8 6 
–  Ob ject Parame terValue 

 C
1
 

iolinkError o b ject Ob j ect defined in  Table 114 
–  Ob ject iolinkError 

 C
2
 

NOT E 1 when direction is re ad 

NOT E 2 when p arameterExchangeResult is ERROR 

 840 

Example: 841 

Example 1:  Read Request (format by teArray) 842 

POST /iolink/v1/devices/sensor34/blockparametrization?format=byteArray 

 

{ 

  "direction": "read", 

  "parameters": [ 

    { 

      "identifier": {"index": 123} 

    }, 

    { 

      "identifier": {"index": 233,"subIndex": 2} 

    } 
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  ] 

} 

Response (request format is byteArray) 843 

{ 

  [ 

    { 

      "identifier": {"index": 123}, 

      "result":  

        { 

          "parameterExchangeResult": "READ_SUCCESS", 

          "content": {"value": [15,232,22]} 

        } 

    }, 

    { 

      "identifier": {"index": 233,"subIndex": 2}, 

      "result": 

        { 

          "parameterExchangeResult": "READ_SUCCESS", 

          "content": {"value": [23,149,206]} 

        } 

    } 

  ] 

} 

 844 

Example 2:  Read Request (format is iodd) 845 

POST /iolink/v1/devices/sensor34/blockparametrization?format=iodd 

 

{ 

  "direction": "read", 

  "parameters": [ 

    { 

      "identifier": {"parameterName": "applicationTag"} 

    }, 

    { 

       "identifier": {"parameterName": "hystersis","subParameterName": "channelB" } 

    } 

  ] 

} 

Response 846 

{ 

  [ 

    { 

      "identifier": {"parameterName": "Application_tag"}, 

      "result": 

        { 

          "parameterExchangeResult": "READ_SUCCESS", 

          "content": {"value": "Level 2, row 3"} 

        } 

     }, 

     { 

       "identifier": {"parameterName": "Hysteresis","subParameterName": 

"Channel_B"}, 

       "result": 

         { 

           "parameterExchangeResult": "READ_SUCCESS", 

           "content": {"value": 123} 

         }       

      } 

   ] 

} 
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 847 

Example 3:  Write Request (format is byteArray) 848 

POST /iolink/v1/devices/sensor34/blockparametrization/?format=byteArray 

 

{ 

  "direction": "write", 

    "parameters": [ 

      { 

        "identifier": {"index": 123}, 

        "content": {"value": [15,232,22]} 

      }, 

      { 

        "identifier": {"index": 233,"subIndex": 2}, 

        "content": {"value": [23,149,206]} 

      } 

    ] 

} 

 849 

Response 850 

[ 

  { 

    "identifier": { 

      "index": 123 

    }, 

    "result": { 

      "parameterExchangeResult": "WRITE_SUCCESS" 

    } 

  }, 

  { 

    " identifier": { 

      "index": 233 

    }, 

    "result": { 

      "parameterExchangeResult": "WRITE_SUCCESS" 

    } 

  } 

] 

 851 

 852 

Example 4:  Write Request (format iodd) 853 

POST /iolink/v1/devices/sensor34/blockparametrization/?format=iodd 

 

{ 

  "direction": "write", 

  "parameters": [ 

    { 

      "identifier": {"parameterName": "Application_tag"}, 

      "content": {"value": "Level 2, row 3"} 

    }, 

    { 

      "identifier": {"parameterName": "Hysteresis","subParameterName": 

"Channel_B"}, 

      "content": {"value": 123} 

    } 

  ] 

} 

Response 854 
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[ 

  { 

    "identifier": { 

      "parameterName": "Application_tag" 

    }, 

    "result": { 

      "parameterExchangeResult": "WRITE_SUCCESS" 

    } 

  }, 

  { 

    "identifier": { 

      "parameterName": "Hysteresis", 

      "subParameterName": "Channel_B" 

    }, 

    "result": { 

      "parameterExchangeResult": "WRITE_SUCCESS" 

    } 

  } 

] 

 855 

5.7.21 GET /events 856 

Read the EventLog for a specific Device. This is  s imilar to the reading of the EventLog but  857 

fi l tered for this specific Device (origin is device). 858 

Table 89 – GET /events 859 

 860 

 De s c ription 

De scri ption  Re a d  th e EventLog for a sp ecific Device.  

Syste m Behavior No th ing will be  chang ed or modified.  

Pa th  /d e vices/ {deviceAlias}/events   (se e  Table  116) 

Qu e ry parameters De vi ce Event log query parameters (se e Table 9 0) 

E rro rs (se e  A .2), (se e 4.5.10) 

Su ccess HT T P 20 0 - OK 

Re q u est  body –  

Re sp o nse  body Ob j ect defined in  Table 2 0 – Object GatewayEventLog 

 861 

Table 90 – Device Event log query parameters 862 

 863 

Que ry parameter  Va lue Re ma rk 

top 1 …n  De l ivers the oldest  n events o f the event log.   
to p  is m utually e xclu sive to bot tom.  

bottom 1 …m  De l ivers the latest  m events o f the event log.  
b o t tom i s mutually exclusive to top. 

 864 

Example: 865 

Request 866 

GET /iolink/v1/devices/Temp_sensor_1/events 

Response 867 

[ 

  { 

    "time": "2018-05-18T07:31:54.123Z", 
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    "severity": "WARNING", 

    "origin": { 

      "master": 1, 

      "port": 1, 

      "device": "Temp_sensor_1" 

    }, 

    "message": { 

      "code": 16912, 

      "mode": "APPEARED", 

      "text": "Device temperature over-run – Clear source of heat" 

    } 

  } 

] 

 868 

5.8 IODD 869 

Within the feature IODD the IODDs are stored on the Gateway.  870 

For a spec ific Device (referenced by VendorID and Device ID) only one vers ion of an IODD 871 

shall be s tored. 872 

All request marked as (M) are mandatory if the feature IODD is supported   873 

 874 

Table 91 – Resources for IODDs 875 

 876 

Re s ourc es Cla us e HTTP 
M e thod 

Re ma rk M /O/C 

/iodds 5 .8 .1 GET  Ge t  a  l ist o f all IODD (represe ntations) that a re 
a va ilable on the Gateway 

M  

/iodds/file 5 .8 .2 POST S to re o r update a n IODD M  

/iodds/file 

 

5 .8 .4 GET  Ge t  a  sp ecific IODD O 

/iodds 5 .8 .3 DEL ETE De l e te a sp ecific IODD represe ntation M  

 877 

5.8.1 GET / iodds 878 

Get a l ist of al l  IODDs (representations) that are available on the Gateway.  879 

Table 92 – GET / iodds 880 

 881 

 De s c ription 

De scri ption  Ge t  a  list o f all IODDs (re presenta tions) that are a vailable o n the  Gateway. 

Syste m Behavior No th ing will be  chang ed or modified. 

Pa th  / i o dds 

Qu e ry parameters ? ve n dorId={vendorId}&deviceId={deviceId}&revision={iolinkRevision } 

a l l  query p arameters are o ptional  

E rro rs (se e  A .2), (se e 4.5.10) 

Su ccess HT T P 20 0 - OK 

Re q u est  body  –  

Re sp o nse  body  A rra y o f objects d efined in Table 93 –  Object IODDIde ntification 

 882 

Table 93 – Object IODDIdentification 883 

 884 
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Obj ect IODDIdenti fication  

Prope rty Type  Va lue  De s c ription M /O/C 

vendorId In te ger  se e  [1 ]  M  

deviceId In te ger  se e  [1 ]  M  

version st ri n g  se e  [1 ]  M  

releaseDate st ri n g  se e  [1 ]  M  

iolinkRevision st ri n g Enume ration: 
“1 .0 ” 

“1 .1 ” 

se e  [1 ]  M  

 885 

Example: 886 

Re q u est  887 

GET /iolink/v1/iodds 

Re sp o nse  888 

 [ 

  { 

    "vendorId": 1234, 

    "deviceId": 4567, 

    "version": "4.3", 

    "releaseDate": "2018-01-02", 

    "iolinkRevision": "1.1" 

  }, 

  { 

    "vendorId": 4321, 

    "deviceId": 8765, 

    "version": "2.1", 

    "releaseDate": "2015-01-02", 

    "iolinkRevision": "1.1" 

  } 

] 

 889 

5.8.2 POST / iodds/file 890 

Store or update an IODD (representation) on the Gateway. Application Type is XML 891 

Table 94 – POST / iodds/file 892 

 893 

 De s c ription 

De scri ption  S to re o r update a n IODD on  the Gateway.  

Syste m Behavior I f  th ere are n o rest rictions,  IODD will be  updated.  

Pa th  / i o dds/ fi le 

Qu e ry parameters –  

E rro rs (se e  A .2), (se e 4.5.10) 

Su ccess HT T P 20 4 - No Content  

Re q u est  body  XM L  file en coded with the MIME typ e application/xml 

Re sp o nse  body  –  

 894 

 895 
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5.8.3 DELETE / iodds 896 

Delete IODDs (representation) on the Gateway. The IODDs (representation) are addressed by 897 

query  parameters. 898 

Table 95 – DELETE / iodds 899 

 900 

 De s c ription 

De scri ption  De l e te IODDs o n the Gatewa y. 

Syste m Behavior I f  th ere are n o rest rictions,  IODD will be  deleted. 

Pa th  / i o dds 

Qu e ry parameters ? ve n dorId={vendorId}&deviceId={deviceId}&revision={iolinkRevision } 

a l l  query p arametes a re  optional 

E rro rs (se e  A .2), (se e 4.5.10) 

Su ccess HT T P 20 4 - No Content  

Re q u est  body  –  

Re sp o nse  body  –  

 901 

Example: 902 

Request 903 

DELETE /iolink/v1/iodds/vendors/26/devices/34654/revisions/1.1 

 904 

 905 

5.8.4 GET / iodds/file 906 

Read a specific IODD (XML fi le) from the Gateway. The IODD (representation) is addressed by 907 

query  parameters. 908 

 909 

Table 96 – GET / iodds/file 910 

 911 

 De s c ription 

De scri ption  Re a d  a sp ecific IODD (XML f ile) f rom the Gateway.  

Syste m Behavior No th ing will be  chang ed or modified. 

Pa th   / i o dds/ fi le 

Qu e ry parameters ? ve n dorId={vendorId}&deviceId={deviceId}&revision={iolinkRevision } 

a l l  query p arameters are ma ndatory 

E rro rs (se e  A .2), (se e 4.5.10) 

Su ccess HT T P 20 0 - OK 

Re q u est  body  –  

Re sp o nse  body  XM L  file en coded with the MIME typ e application/xml 

 912 

Example: 913 

Re q u est  914 

GET /iolink/v1/iodds/file?vendoId=26&deviceId=34654&revision="1.1" 

 915 
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5.9 MQTT 916 

This  section is related to the configuration of the MQTT c lient (publisher) defining publishing 917 

topics and configurations of the MQTT server (broker). Referenced MQTT Version is [3]. 918 

 919 

All request marked as (M) are mandatory if the MQTT feature is supported. 920 

 921 

Table 97 – Resources MQTT configuration 922 

 923 

URLs  
/mqtt 

Cla us e HTTP 
M e thod 

Re ma rk M /O/C 

/configuration 5 .9 .1 GET  Re a d  th e MQTT configuration o f the  Gateway M  

/configuration 5 .9 .2 POST Up d a te the MQTT configu ratio n of the 
Ga te way 

M  

/topics 5 .9 .3 GET  Ge t  the list  of M QTT topics M  

/topics 5 .9 .4 POST Cre a te a n ew M QTT topic  M  

/topics/{topicId} 5 .9 .5 DEL ETE De l e te a sp ecific MQTT topic M  

/topics/{topicId} 5 .9 .6 GET  Ge t  o ne sp ecific MQTT topic M  

 924 

5.9.1 GET /mqtt/configuration 925 

Read the MQTT configuration of the Gateway by getting the object “MQTT Configuration” .  For 926 

details of MQTT protocol and c lient configuration see [6]  927 

 928 

Table 98 – GET /mqtt/configuration 929 

 930 

 De s c ription 

De scri ption  Re a d  th e MQTT configuration.  

Syste m Behavior No th ing will be  chang ed or modified. 

Pa th  /m q tt /configuration 

Qu e ry parameters –  

E rro rs (se e  A .2) 

Su ccess HT T P 20 0 - OK 

Re q u est  body  –  

Re sp o nse  body   Ob j ect d efined in Table 99 – Object  MQTTConfiguration  

 931 

 932 

Table 99 – Object MQTTConfiguration 933 

 934 

Obj ect M QTT Ba s e  Configura tion  

Prope rty Type  Va lue De s c ription M /O/C 

clientMode st ri n g Enume ration: 
“ACT IVE” 

“INACTIVE”               

 M  

serverAddress st ri n g  u rl  o f the se rver C
1
 

username st ri n g   C
1
 

password st ri n g   C
1
 

lastWill o b j ect  Ob j ect defined in  Table 1 00 
–  Ob ject L astWill  

 C
1
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keepAliveTime n u m ber  T i me in se conds se e [3] C
1
 

NOT E 1 Mandatory if the clientMode is “ACTIVE” 

 935 

Table 100 – Object LastWill 936 

 937 

Obj ect La s t Wi ll   

P rope rty Type  Va lue  De s c ription M /O/C 

topic st ri n g   M  

message st ri n g   M  

qoS st ri n g Enume ration: 
“0 _ ONLY_ONCE”              
“1 _ AT_LEAST_ONCE” 

“2 _ EXACTLY_ONCE” 

 

 

M  

retain b o o lean t ru e ,  false  M  

 938 

Example: 939 

Re q u est  940 

GET /iolink/v1/mqtt/configuration 

Re sp o nse  941 

{ 

  "serverAddress": "192.168.2.1/mqttserver", 

  "username": "iolink_json", 

  "password": "1234", 

  "lastWill": { 

    "topic": "my_temperature_sensor", 

    "message": " Process data transfer stopped ", 

    "qoS": "0_ONLY_ONCE", 

    "retain": true 

  }, 

  "keepAliveTime": 0 

} 

 942 

5.9.2 POST /mqtt/configuration 943 

Write the MQTT configuration to the Gateway by updating the object “MQTT Configuration”   944 

 945 

Table 101 – POST /mqtt/configuration 946 

 947 

 De s c ription 

De scri ption  Wri te  the  MQTT configuration to the Gateway. 

Syste m Behavior I f  th ere are n o rest rictions the configuration will b e update d. 

Pa th  /m q tt /configuration 

Qu e ry parameters –  

E rro rs (se e  A .2) 

Su ccess HT T P 20 4 - OK 

Re q u est  body  Ob j ect defined in  Table 9 9 – Object MQTTConfiguration 

Re sp o nse  body   –  

 948 
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Example: 949 

Request 950 

POST /iolink/v1/mqtt/configuration 

{ 

  "serverAddress": "192.168.2.1/mqttserver", 

  "username": "iolink_json", 

  "password": "1234", 

  "lastWill": { 

    "topic": "my_temperature_sensor", 

    "message": " Process data transfer stopped ", 

    "qoS": "0_ONLY_ONCE", 

    "retain": true 

  }, 

  "keepAliveTime": 0 

} 

 951 

5.9.3 GET /mqtt/topics 952 

Get the l ist of MQTT topics. Supported MQTT topics are of type processData or event . 953 

Table 102 – GET /mqtt/topics 954 

 955 

 De s c ription 

De scri ption  Re a d  th e list  of  MQTT topics.  

Syste m Behavior No th ing will be  chang ed or modified. 

Pa th  /m q tt /topics 

Qu e ry parameters –  

E rro rs (se e  A .2) 

Su ccess HT T P 20 0 - OK 

Re q u est  body  –  

Re sp o nse  body   A rra y o f o bjects d efined in Table 1 03 – Object MQTTtopic 

 956 

 957 

Table 103 – Object MQTTtopic 958 

 959 

Obj ect M QTTtopic   

Prope rty Type  Va lue De s c ription M /O/C 

topicId n u m ber  T h e  topic number as a  
re fe rence 

M
2
 

topicName st ri n g   O
3
 

qos st ri n g Enume ration: 
“0 _ ONLY_ONCE” 

“1 _ AT_LEAST_ONCE” 
“2 _ EXACTLY_ONCE” 

 M  

deviceAlias st ri n g {d e viceAlias}  M  

processData o b j ect  M QTT ProcessDa ta topic 
(se e  T able 1 04) 

 C
1
 

event o b j ect  n u l l  C
1
 

NOT E  1  E ither one o f processData or event sh all be use d 

NOT E  2  This i s not  applicable for POST  

NOT E 3 I f the topicName is n ot sp ecified the d efault st ructure of b uilding topic names i s l ike  following:  
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<deviceAlias>/processData  for process data 

<deviceAlias>/events  for event 

T h e  topicName is b ound to a d evice  

 960 

Table 104 – Object MQTT ProcessDataTopic 961 

 962 

Obj ect M QTT Proc essDataTopic  

Prope rty Type  Va lue  De s c ription M /O/C 

direction st ri n g Enume ration: 
“g e tData” 

“se tDa ta” 

“g e tSetDa ta” 

 M  

format st ri n g Enume ration: 
“b yte Array” 

“i o d d” 

 M  

interval o b j ect  “Cycl eTime ” (se e 
T a ble  112) 

 C
1
 

onChange Bo o lean  t ru e ,  false  C
1
 

NOT E 1   E ither one  of inte rval or onChange 

 963 

Example: 964 

Re q u est  965 

GET /iolink/v1/mqtt/topics 

Re sp o nse  966 

[ 

  { 

    "topicId": 1, 

    "topicName": "Sensor34/processDate", 

    "qos": "1_AT_LEAST_ONCE", 

    "deviceAlias": "DT35", 

    "processData": { 

      "direction": "getData", 

      "format": "iodd", 

      "interval": { 

        "value": 10, 

        "unit": "ms" 

      } 

    } 

  }, 

  { 

    "topicId": 2, 

    "topicName": "Sensor34/event", 

    "qos": "2_EXACTLY_ONCE", 

    "deviceAlias": "TAD081", 

    "event": null 

  }, 

  { 

    "topicId": 3, 

    "topicName": "PD", 

    "qos": "0_ONLY_ONCE", 

    "deviceAlias": "BNI_IOL", 

    "processData": { 

      "direction": "getSetData", 

      "format": "iodd", 

      "onChange": true 
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    } 

  } 

] 

 

 967 

5.9.4 POST /mqtt/topics 968 

Create one new MQTT topic on the Gateway 969 

 970 

Table 105 – POST /mqtt/topics 971 

 972 

 De s c ription 

De scri ption  Cre a te a n ew M QTT topic on the Gateway.  

Syste m Behavior I f  th ere are n o rest rictions the object will b e modified . 

Pa th  /m q tt /topics 

Qu e ry parameters –  

E rro rs (se e  A .2) 

Su ccess HT T P 20 4 - OK 

Re q u est  body  Ob j ect defined in  Table 1 03 – Obje ct MQTTtopic 

Re sp o nse  body  –  

 973 

Example: 974 

Re q u est  975 

POST /iolink/v1/mqtt/topics 

{ 

  "qos": "1_AT_LEAST_ONCE", 

  "deviceAlias": "DT35", 

  "processData": { 

    "direction": "getData", 

    "format": "iodd", 

    "interval": { 

      "value": 10, 

      "unit": "ms" 

    } 

  } 

} 

5.9.5 DELETE /mqtt/topics/{topicId} 976 

Delete a spec ific MQTT topic on the Gateway referenced by the topic ID.  The topic ID is  977 

addressed by a path parameter. 978 

Table 106 – DELETE /mqtt 979 

 980 

 De s c ription 

De scri ption  De l e tes a  MQTT topic.  

Syste m Behavior I f  th ere are n o rest rictions the topic will be  deleted. 

Pa th   /m q tt /topics/{topicId} 

Qu e ry parameters –  

E rro rs (se e  A .2) 

Su ccess HT T P 20 4 - No Content  

Re q u est  body  –  

Re sp o nse  body  –  
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 981 

Example: 982 

Request 983 

DELETE /iolink/v1/mqtt/topics/2 

 984 

 985 

5.9.6 GET /mqtt/topics/{topicId} 986 

Read one specific MQTT topic on the Gateway referenced by the topic ID.   987 

Table 107 – GET /mqtt/topics 988 

 989 

 De s c ription 

De scri ption  Re a d  one sp ecific MQTT topic.  

Syste m Behavior No th ing will be  chang ed or modified. 

Pa th  /m q tt /{topicId} 

Qu e ry parameters –  

E rro rs (se e  A .2) 

Su ccess HT T P 20 0 - OK 

Re q u est  body  –  

Re sp o nse  body  Ob j ect defined in  Table 1 03 – Obje ct MQTTtopic 

Example: 990 

Re q u est  991 

GET /iolink/v1/mqtt/topics/2 

Re sp o nse  992 

{ 

  { 

    "topicId": 2, 

    "topicName": "PD inPOST", 

    "qos": "1_AT_LEAST_ONCE ", 

    "deviceAlias": "DT35", 

    "processData": { 

      "direction": "getData", 

      "format": "iodd", 

      "interval": { 

        "value": 10, 

        "unit": "ms" 

    } 

  } 

} 

 993 

5.9.7 GET /mqtt/connectionstatus 994 

Read the connection s tatus of the MQTT c lient to the MQTT server.  995 

Table 108 – GET /mqtt/connectionstatus 996 

 997 

 De s c ription 

De scri ption  Re a d  th e conn ection status o f the M QTT client  to the MQTT server.  

Syste m Behavior No th ing will be  chang ed or modified. 

Pa th  /m q tt /connectionstatu s 
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Qu e ry parameters –  

E rro rs (se e  A .2) 

Su ccess HT T P 20 0 - OK 

Re q u est  body  –  

Re sp o nse  body  Ob j ect defined in  Table 1 09 – Obje ct MQTTConnection Status 

 998 

 999 

Table 109 – Object MQTTConnectionStatus 1000 

 1001 

Obj ect M QTT Ba s e  Configura tion   

Prope rty Type  Va lue De s c ription M /O/C 

connectionStatus st ri n g Enume ration: 
“CL IENT_INACTIVE” 

“CONNECTION_ACCEPTED” 

“UNACCEPTABLE_PROTOCOL_VERSION” 

“IDENTIFIER_REJECTED” 

“SERVER_UNAVAILABLE” 

“BAD_ USERNAME_OR_PASSWORD” 

“NOT _AUTHORIZED” 

 M  

serverAddress st ri n g  u rl  o f the se rver M  

upTime n u m ber  T i me in se conds M  

 1002 

6 M QTT topics format 1003 

This  section describes the publishing format for the topic. Topics can either be of type 1004 

processData or type event.  1005 

For process data the topic format is as defined in Table 59 – Object ProcessDataInOut 1006 

Example: (Process data topic) 1007 

 1008 

{  

 "getData": { 

   "iolink": { 

     "valid": true, 

     "value": { 

       "Distance": 55, 

       "Quality": 12 

     } 

   }, 

   "iqValue": true 

  } 

} 

 1009 

For event  log entries the topic format is as defined Table 20 – Object GatewayEventLog. Only 1010 

one EventLog entry shall be published at  the t ime the event was entered into the EventLog. 1011 

One MQTT message shall contain only one event.   1012 

 1013 

Example: (Event Log entry topic) 1014 

 1015 

{ 

  "time": "2018-05-18T07:31:54.123Z", 

  "severity": "WARNING", 

  "origin": { 
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    "masterNumber": 1, 

    "portNumber": 1, 

      "device": "Temp_sensor_1" 

  }, 

  "message": { 

    "msgCode": 16912, 

    "mode": "APPEARED", 

    "text": "Device temperature over-run – Clear source of heat" 

  } 

} 

 1016 

 1017 
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Annex A 1018 

(normative) 1019 

 1020 

Status Codes and Errors on HTTP 1021 

A.1 HTTP Status Codes 1022 

Each request on HTTP can response with or without an error indicated by the status code.  1023 

Table 110 – HTTP Status codes 1024 

 1025 

Sta tus  Code  De s c ription 

2 0 0  OK  T h e  request  is completed su ccessfully.  

2 0 1  Cre a ted A  n e w reso urce h as b een created su ccessfully. 

2 0 4  No  Co n tent  Re sp o nse  code for POST requests without content  and for DELETE 
re q u ests.  

4 0 0  Ba d  Reque st P ro ce ssing o f request  is re jecte d 

4 0 3  Fo rb idden  T h e  use r is n ot  permit ted to perform the requested operation .  

4 0 4  No t  Fo und T h e  requested reso urce did n ot exist.  

5 0 0  Se rve r e rro r Re q u est  cannot be p rocesse d su ccessfully due to issu es o n server 
si d e  

 1026 

A.2 JSON Errors 1027 

Each negative response indicated by a HTTP s tatus  code other than 200 is added by an 1028 

individual JSON Error object in i ts HTTP body. 1029 

Table 111 – JSON Error codes 1030 

 1031 

Error 
Code 

HTTP 
Status  
c ode  

J SON Mess age Re ma rk 

Ge n eral errors  

1 0 1  5 0 0  In te rnal se rver e rror  

1 0 2  5 0 0  In te rnal communication e rror  

1 0 3  4 0 4  Op e ration n ot su pported  

1 0 4  4 0 0  Act i on locke d by another client  Fi e ldbus co ntroller o r a nother  

g a teway protocol has claimed 
p ri o rit y 

1 0 5  5 0 1  IODD fe ature not  supp orted  

1 0 6  5 0 1  M QTT feature n ot su pported  

1 5 0  4 0 3  Pe rm ission d enied  d u e  to use r management 
re st ri ctions 

JSON p arsing e rrors  

2 0 1  4 0 0  JSON p arsing failed E rro r wh ile p arsing the  
i n coming JSON value) 

2 0 2  4 0 0  JSON d ata value invalid E rro r wh ile p arsing a sp ecific 
JSON value,  e.g.  malforme d IP 

a d d ress 

2 0 3  4 0 0  JSON d ata typ e invalid e .g .  string  instead of  number 

2 0 4  4 0 0  En u meration value unkn own  

2 0 5  4 0 0  JSON d ata value out  of ra nge Exce eds the  minimum or 
m a ximum value  
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2 0 6  4 0 0  JSON d ata value out  of b ounds An  a rray/st ring  was accesse d  
e xce eding its m aximum length  

 

2 0 7  4 0 0  d e viceAlias is n ot u niqu e  

2 0 8  4 0 0  POST requ est withou t content  

Re so u rce access e rrors  

3 0 1  4 0 4  Re so u rce not found  e .g .  wrong URL 

3 0 2  4 0 4  m a ste rNumber no t foun d  

3 0 3  4 0 4  p o rtNumber not found  

3 0 4  4 0 4  d e viceAlias not  found   

3 0 5  4 0 0  Qu e ry parameter name invalid   

3 0 6  4 0 0  Qu e ry parameter value invalid  

3 0 7  4 0 0  Po rt  is n ot  configu red to IO-Link e .g .  not in IOLINK_MANUAL o r 

IOLINK_AUTOSTART mode 

3 0 8  4 0 4  IO-L ink De vice is not  accessi ble  e .g .  not connected o r 

co m munication error 

3 0 9  4 0 4  IO-L ink p arameter not  foun d  

3 1 0  4 0 4  IO-L ink p arameter access n o t su pported b y the device   

3 1 1  4 0 0  IO-L ink p arameter access e rro r T h e  additional iolinkErrorCode  
a n d  iolinkErrorMessage fields 
co n tain the IO-Link e rror code 

a n d  the incident  text f rom the 
E rro rTypes table. See [1]  

3 1 2  4 0 4  IO-L ink p arameter name is n ot  unique P l e ase  use the [name]_[index] 
fo rm at.  See 4 .5.6 

 

Da ta  S torage errors  

4 0 1  4 0 0  Da ta  storage mismatch M i sm atch between configured 

d e vice and d ata storage meta 
d a ta 

P ro ce ss Da ta handling errors  

5 0 1  4 0 0  I /Q  i s n ot configured as DIGITAL _OUTPUT  Wri t in g processd a ta to I /Q is 
n o t  p ossi ble 

5 0 2  4 0 0  C/Q i s n ot configured a s DIGITAL_OUTPUT  Wri t in g processd a ta to C/Q is 
n o t  p ossi ble 

5 0 3  4 0 0  IO-L ink d evice has n o o utput p ro cess d ata  

IODD e rrors  

6 0 1  4 0 0  IODD (re prese ntation) is n ot available IODD re prese ntation for this 
IO-L ink d evice is n ot available 

6 0 2  5 0 0  IODD u pload failed.  IODD XML invalid   

6 0 3  4 0 0  Up l o aded fi le is n o valid IODD XML. Upload rejected   

6 0 4  4 0 0  IODD u pload failed.  CRC e rror   

6 0 5  4 0 0  IODD u pload failed.  Parsing e rro r  

Da ta  content  errors  

7 0 1  4 0 0  Da ta  se t incomple te  

7 0 2  4 0 0  Da ta  se t n ot applicable wh o l e data se t is re jected 

7 0 3  4 0 0  Da ta  se t combination incompa tible wh o l e data se t is re jected 

 

 1032 
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Annex B 1033 

(normative) 1034 

 1035 

JSON base objects 1036 

B.1 Ge neral JSON objects 1037 

B.1.1 Cycle time object 1038 

 1039 

Table 112 – Object CycleTime 1040 

 1041 

Obj ect Cyc le  Time  

Prope rty Type  Va lue  De s c ription M /O/C 

value n u m ber   M  

unit st ri n g “m s” M i ll iseconds M  

 1042 

Example: 1043 

{ 

    "value": 2.3, 

    "unit": "ms" 

} 

 1044 

B.1.2 Error object 1045 

 1046 

Table 113 – Object Error 1047 

 1048 

Obj ect Error   

Prope rty Type  Va lue  De s c ription M /O/C 

code n u m ber  In te ger value M  

text st ri n g  Se e  A .2, 

Se e  [1] 

M  

iolinkError o b j ect  Ob j ect defined in  Table 114 – 

Ob j ect iolinkError 

 O 

 1049 

Table 114 – Object iolinkError 1050 

 1051 

Obj ect Error   

Prope rty Type  Va lue  De s c ription M /O/C 

code n u m ber  In te ger value M  

text st ri n g  Se e  A .2, 

Se e  [1] 

M  

 1052 

Example: 1053 

{ 

    "code": 150, 

    "text": "Permission denied" 
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} 

 1054 

B.1.3 Power Supply object 1055 

 1056 

Table 115 – Object PowerSupply 1057 

 1058 

Obj ect Pow erSupply  

Prope rty Type  Va lue  De s c ription M /O/C 

value n u m ber   M  

unit st ri n g “A ” S I  u n it Ampere M  

 1059 

Example: 1060 

{ 

    "value": 0.3, 

    "unit": "A" 

} 

 1061 
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Annex C 1062 

(normative) 1063 

 1064 

Path Paramters 1065 

C.1 Path Parameters 1066 

 1067 

Table 116 – Path Parameters 1068 

 1069 

Pa th Parameters  

Na me  Type  Va lue range De s c ription 

masterNumber n u m ber 1  - 2 5 5  se e  4 .5.2 

portNumber n u m ber 1  - 2 5 5  se e  4 .5.3 

deviceAlias st ri n g   

index n u m ber 0  - 6 5 5 35 Se e  [1] 

subindex n u m ber 0  - 2 5 5  Se e  [1] 

parameterName st ri n g  IODD d efine s the maximum length o f a n ame to 6 4 
ch a ra cters.  Due to name conversi on rules (se e 4.5.6) 
th e  len gth can be e xtend ed. 

subParameterName st ri n g  Se e  4 .5.6 

topicId n u m ber Ve n dor 
sp e ci fic 

Se e  Table 103  – Object MQTTtopic 

 1070 

  1071 
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