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0 Introduction

0.1 General

The base technology of I0-LinkT™1 is subject matter of the international standard IEC 61131-9
(www.iec.ch). IEC61131-9is part of a series of standards on programmable controllers and the
associated peripherals and should be read in conjunction with other parts of the series.

0.2 Patentdeclaration

The 10-Link Community draws attention to the fact that it is claimed that compliance with this
document may involve the use of patents concerning the point-to-point serial communication
interface for small sensors and actuators as follows, where the [xx] notation indicates the holder
of the patentright:

Patent number | [xx] | Title

I0-Link Community takes no position concerning the evidence, validity and scope of these
patentrights.

The holders of these patents rights have assured the 10-Link Community that they are willing
to negotiate licences either free of charge or under reasonable and non-discriminatory terms
and conditions with applicants throughout the world. In this respect, the statements of the
holders of these patentrights are registered with the |O-Link Community.

Information may be obtained from:

[xx] Name and address of patent holder

Attention is drawn to the possibility that some of the elements of this document may be the
subject of patent rights other than those identified above. The 10-Link Community shall not be
held responsible for identifying any or all such patent rights.

The 10-Link Community maintains on-line data bases of patents relevant to their standards.
Users are encouraged to consult the databases for the most up to date information concerning
patents.

1 j0-Link™ is a trade name of the "10-Link Community". T his information is given for the convenience of users of
this specification and does not constitute an endorsement by the "lO-Link Community" of the trade name holder
or any ofits products. Compliance to this standard does not require use of the registered logos for |0-LinkT M.

Use of the registered logos for 10-Link™ requires permission of the "lO-Link Community".
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10-Link JSON Mapping

1 Motivation and scope

New use cases and requirements concerning the integration between modern IT systems and
the production floor require new device interfaces. The connections today mainly focus on the
integration of a device into fieldbuses and PLC systems. Cyclic data exchange and real time
are the most important requirements for today field bus implementations. The techniques used
are completely different than the ones used for the rest of the IT world. On the other hand,
modern automation devices provide a way to communicate over TCP/IP networks beside the
real time communication withthe PLC over the field bus.

This document describes a device data model, objects and semantics for mapping on IT
relevant connections or services.

This document describes a REST API
a) for data accessto IO-Link Masters, Ports and Devices and the Gateway.
b) for IODD file management (up/download).

c) for MQTT client configuration.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments)
applies.

IO-Link Community, 10-Link Interface and System Specification, Version 1.1.3, Order No.
10.002 (available at http://www.io-link.com)

I0-Link Community, 10 Device Description (I0DD), Version1.1, Order No. 10.012

3 Terms,definitions, symbols, abbreviated terms and conventions

3.1 Commonterms and definitions

For the purposes of this document, the terms and definitions given in IEC 61131-1 and IEC
61131-2, as well as the following apply.

c/Q
The physical digital I/0 interface of an IO-Link port usually used with M12 and M8 connectors
on Pin 4. 10-Link communication runs physically over C/Q.

Device
single passive peer to a Master such as a sensor or actuator.

NOTE: Uppercase "Device" is used for SDCI equipment, while lowercase "device" is used in a generic manner

10DD
The XML based IO Device Description of an 10-Link Device see [2].

1/Q
The physical digital I/0 interface of an |O-Link port usually used with M12 and M8 connectors
on Pin 2.

Master
Active peer connected through ports to one up to n Devices providing an interface to the
gateway tothe upper level communication systems (e.g. PLCs or edge gateways).
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NOTE: Uppercase "Master" is used for SDCI equipment, while lowercase "master" isused in a generic manner

masterNumber
This is the number of a specific Master within the gateway.

Port
Communication interface of the Masterto one Device.

portNumber
This is the number of a specific port within the Master.

SIO
Standard Input Output mode. This could be a digital input or a digital output.

URL
This is a Uniform Resource Locator.

3.2 Symbols and abbreviated terms

DI digital input (data coming from a Device to a Master)
DO digital output (data going from a Master to a Device)
M/O/C mandatory, optional, conditional see 4.5.1

SMI standardized Master interface see [1]

3.3 Conventions

3.31 Placeholders

Strings that are embraced by {} are placeholders for variables. Placeholders within an URL are
path parameters.

NOTE: This convention is not applicable for JSON objects.

4 Architecturaland technical scope

4.1 General objectives

As summarized in the 10-Link System Description, an 10-Link system consists of an 10-Link
Master, |O-Link Devices and cables connecting the IO-Link Devices to the 10-Link Master.

A physical 10-Link Gateway consists of one or more Masters containing one or more ports. See
Figure 1 — Physical Gateway models. On each portan IO-Link Device may be connected. The
physical IO-Link Gateway may also have one or more Gateway applications (e.g. Webserver,
OPC UA server or MQTT client).

Compact model Modular model
© ports 1-N Master 1-N each with
O ports 1-N Port

o||O o||lo

0000 ollo]| |ofle

o||O o||lo

0000 olle!| lolle

Gateway Master Port Gateway Master #1 Master #N
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Figure 1 — Physical Gateway models

4.2 Features
This specification supports two features “lODD support” and “MQTT support”.

IODD support allows addressing and representation of databy names and datatypes defined
inthe IODD.

MQTT support allows configuration of an MQTT client (publisher) and the connection to an
MQTT broker.

Both features are optional.

4.3 Security
For data security it is recommended to use TLS-PSK with AES for the transport layer security.

4.4 Device data andlayer model

This device layer model (including Gateway, 10-Link Master and Devices) see Figure 2 is used
to structure the REST API described in this specification. This layer model comprises compact
modules containing one Master as well as modular devices with N Masters.

Gateway
1
1.N*

Master

1

_ Physical |O-Link Gateway
Device
* N = 1 for compact model

Figure 2 - Device layer model

Eachlayer has resources which are addressed by a url path. The model shows that a physical
Gateway may have multiple gateway applications and one or more Masters. Each Master has
one or more Ports and on each Port no or one device is connected.

4.5 Generalrules

Vendor-specific extensions for REST APl commands and JSON key-value pairs are allowed.

A JSON for IO-Link Server shall return an error on all REST APl commands and JSON key -
value pairs that are not supported.
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4.51 Usage of M/O/C
e It is mandatory to implement the handling of objects and key value pairs that are marked
with “M”.

e When sending an HTTP Post request a client is not obligated to provide all objects or
key value pairs. The resource has to be updated by merging the newly received data
with the existing data.

4.5.2 Master numbering
Addressing of |IO-Link Masters within a Gateway starts with number 1 for the first Master.

4.5.3 Port numbering
Addressing of I0-Link ports within a Master starts with number 1 for the first port.

4.54 Device Naming
Devices are accessed by names (aliases). Following rules for the Device naming apply:

1. The default device alias is created based on Master number and Port number in the
formatmaster{masterNumber}port{portNumber}.

2. The default device alias can be changed via port configuration (see 5.6.5.).

3. The definition of duplicated device names has to be rejected.

4. A device name must only contain alphanumeric characters and underscores.

5. The minimum length of the device name is 1 character and the maximum is 32.

Examples:

"master2port4" is the default name of a device connected to port 4 of master 2
"exampleSensor" this is a new assigned name to a device

4.5.5 Accessrights

All requests for writing data may be blocked due to right restrictions. Also resetting or rebooting
may not be allowed due to right restrictions. Requests for writing data without having permission
to do so will respond with an error. The data will remain unchanged.

It is recommended to use access restrictions to handle the access of multiple clients to the
same resource.

4.5.6 Namingbasedon |ODD

It is optionally also possible to access 10-Link data (comprising IO-Link Process Data and 10-
Link parameters) by name rather than by index and subindex. See [2].

Constraints for strings in keys of JSON key-value-pairs (see [9]) and URLs require the following
conversionrules for those names:

Rule 1: Names are based on the IODD XML Element Name inside variables or process data
resolving the textin primary language.

Rule 2: Only alphanumeric characters and underscores are allowed. All other characters are
replaced by "_"

Rule 3: Leading numbers shall be prefixed with “_*.

Rule 4: If there are duplicate IO-Link names, the 10-Link index or subindex has to be accessed
by appending the index number or subindex number behind the name according to the following
scheme: {name} {index} or {name} {subindex}.



166
167

168

169

170

171

172

173
174

175

176

177
178

179
180
181
182

183

184

185

JSON Integration for 10-Link -13- Version 1.0.0

Rule 5: Naming according the scheme {name} {index} or {name} {subindex} is always
allowed even if names are not duplicated.

Rule 6: The naming of ArrayT elements is “element {subindex}”.

Examples:
Table1 - 10DD text conversion rules examples
10DD text Name ISDU Unique name (Name_Index)
Index/subindex
0815 variable _0815_variable 3452 _0815_variable_3452
Switchpoint (Q1) Switchpoint__Q1_ 345 Switchpoint__Q1__ 345
External temperature External_temperature * 311 External_temperature_311
External temperature External_temperature * 1423 External_temperature_1423
NOTE 1 thisisa namingconflict (duplicate)

4.5.7 Data type conversion

The following conversionrules in Table 2 apply for the data type mapping between 10-Link and
JSON.

Table 2 — Data type conversion

10-Link data type (see [1]) JSON data type
BooleanT Boolean

StringT String

ArrayT Array

OctetStringT see Byte array conversion 4.5.8
IntegerT, UintegerT Number

Float32T Number

RecordT Object

TimeSpanT String

TimeT String

4.5.8 Byte arrayconversion
This is the description on how to map byte arrays to JSON.

Bit sequences that are not interpretable without using information out of the 10DD are
represented as JSON arrays of decimal numbers. One array item is representing one byte. If
the value of the bit sequence is not a multiple of 8, the value is padded with zeros from th e left
to the next byte border. Byte orderis big-endian, see [1].

Example:

Table 3 — Mapping example of a bit sequence

Value (bin) | Bitlength Value (hex) Byte array (dec)

10 0111 | 6 0x27 [39]
100 0000 | 15 0x40F0 (64, 240]
1111 0000
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4.5.9 Time format

Any time values shall be represented either as an absolute time or a relative time in the format
as specifiedin ISO 8601 (see [4]).

NOTE: Eachitalic letter in the following format definitions is to be replaced by one digit. The square brackets indicate
that an element is optional.

The format for absolute timeis yyyY-MM-DDThh :mm: ss.f2Z

Time format for relative timeis p[{yY] [MM] [wWW] [DD] [T[hH] [mM] [s[.£f]1S]]

Examples:
Absolute time: 2018-05-18T07:31:54.123%
Relative time: P3Y6M4DT12H30M17.123S

4.510 Error Behavior
While processing HTTP requests errors may occur. There are several errors defined (see
appendix A.2). The body of an HTTP response indicating an error contains the Error object as
definedinB.1.2.
The following general rules apply for the error handling:

a) Errors101and 150 (see appendix A.2) can be returned to each request.

b) If parts of POST requests are not applicable, the HTTP response has a different HTTP
status code that 2xx. The body of this HTTP response shall contain the Error object as
definedinB.1.2.

c) If multiple errors occur while processing the request only the first detected error shall
be responded.

d) Errors 305 and 306 (see A.2) can be returned to requests when there are query
parameters addedto the URL.

e) If RESTAPIcommands are not available, error 103 (see A.2) shall be responded.

5 RESTAPI

51 URL
The base path for this version is listed in Table 4.

Table 4 — Base path

Base path Example M/O/IC

/iolink/vl Example: “/iolink/v1/masters/1/ports/2/status” M

5.2 HTTP methods
The following HTTP methods shall be used (details see [8]).

Table5-HTTP methods

HTTP Methods Description M/O/C

GET Request data from the server M

POST Transmit data to the server M
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DELETE Delete resources on the server M
OPTIONS List supported HTTP methods of the server O

5.3

HTTP Requests/ Responses

The URLSs are build out of a base URL which is followed by a subsequent path. Query strings

are added optionally.

The HTTP request headers Content-type and Accept are setto application/json by

default.
Table 6 — Resources overview
Resource Clause Remark M/0/C
/gateway 0 Address the Gateway. M
/masters 5.5 Get all available masterNumber keys and M
identification information.
/masters/{masterNumber} 5.5 Address a specific master. M
/masters/{masterNumber } 5.6.1 Get all available portNumber keys. M
/ports
/masters/{masterNumber } 5.6.1 Address a specific port of a specific Master. M
/ports
/{portNumber }
/devices 5.7 Address all Devices of all Masters. M
/devices/{deviceAlias} 5.7.3 Address a specific Devices by name. M
/matt 5.9 Configuration of MQTT clients. c?
/iodds 5.8 10DD file handling. c'
NOTE 1 thisresource is mandatory if the IODD feature is supported
NOTE 2 thisresource is mandatory if the MQTT feature is supported
Examples:
HTTP://192.168.178.22/i0link/vl/gateway
HTTP://192.168.178.22/i0link/vl/masters/1
HTTP://192.168.178.22/i0link/vl/masters/2/ports/7
HTTP://192.168.178.22/io0link/vl/devices/sensor34
5.4 Gateway
Table 7 — Resources Gateway
Resources Clause HTTP Description M/O/C
liolink/v1/gateway Method
/identification | 5.4.1 GET Read the identification of the Gateway M
/capabilities 5.4.2 GET Read the capabilities of the Gateway M
/configuration 5.4.3 GET Read the network configuration of the Gateway M
/configuration 5.4.4 POST Write the network configuration of the Gateway M
/reset 5.4.5 POST Reset the Gateway including all Masters O
/reboot 5.4.6 POST Reboot the Gateway including all Masters (0]
/events 5.4.7 GET Read the EventLog containing all events from M
Gateway, Masters, Ports and Devices.
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5.4.1 GET /identification
Read the identification of the Gateway.

Table 8 — GET /identification

Version 1.0.0

Description

Description

Read the indentification of the Gateway.

System Behavior

Nothing will be changed or modified.

Path

/gatewayl/identification

Query parameters

Errors

(see A.2), (see 4.5.10)

Success

HTTP 200 - OK

Request body

Response body

Object Gateway ldentification (see Table 9)

Table 9 — Object Gatewayldentification

Object Gatewayldentification

Property Type Value Description M/O/C
macAddress string e.g. "00:02:72:CE:A6:49" MAC address 6 bytes M
serialNumber string Vendor specific (0]
productId string Vendor specific (0]
vendorName string Vendor specific M
productName string Vendor specific (0]
hardwareRevision string Vendor specific (@)
firmwareRevision string Vendor specific (0]
productInstanceUri | string Vendor specific O

Example:

Request

GET /iolink/vl/gateway/identification

Response
{

"macAddress": "00:02:72:CE:A6:49",
"serialNumber": "C134A746",
"productID": "TMP347",
"vendorName": "SensorCompany",
"productName": "FlowSensor34",
"hardwareRevision": "V3.45",
"firmwareRevision": "V1.30",
"productInstanceUri": "sensor.tmp.23.com"

5.4.2 GET /capabilities

Read the capabilitie

s of the 10-Link Gateway.
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249
250 Table 10 — GET /capabilities
251
Description
Description Read the capabilities of the 10-Link Gateway.
System Behavior Nothing will be changed or modified.
Path /gateway/capabilities
Query parameters -
Errors (see A.2),see 4.5.10
Success HTTP 200 - OK
Request body -
Response body Object defined in Table 11 — Object GatewayCapabilities
252
253
254 Table 11 — Object GatewayCapabilities
255
Object GatewayCapabilities
property Type Value Description M/O/C
ioddSupported | boolean true, false true if the IODD feature is supported M
mgttSupported | boolean true, false true if the MQTT feature is supported M
256

257 Example:

258  Request

GET /iolink/vl/gateway/capabilities

259 Response

"ioddSupported": true,
"mgttSupported": false

260

261 5.4.3 GET /configuration

262 Read the actual active configuration of the I0-Link Gateway. The Gateway may support multiple
263 IPv4 interfaces.

264 Table 12 — GET /configuration
265
Description
Description Read the actual active configuration of the 1O-Link Gateway.
System Behavior Nothing will be changed or modified.
Path /gateway/configuration

Query parameters -

Errors (see A.2), (see 4.5.10)

Success HTTP 200 - OK

Request body -

Response body Object defined in Table 13 — Object Gateway Configuration
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Table 13 — Object GatewayConfiguration

Version 1.0.0

Object GatewayConfiguration
Property Type Value Description M/O/C
ethIpv4 Array of Objects defined in Table 14 — Object M
objects NetworkinterfaceConfiguration
Table 14 — Object Networkinterface Configuration
Object Netw orkinterfaceConfiguration
Property Type Value Description M/O/C
ipConfiguration string | Enumeration: | MANUAL: Assignment of the IP address by other M?
“MANUAL” device specific means
“DHCP” DHCP: RFC 2131 defines the “Dynamic Host
. N Configuration Protocol”, allowing automatic
AUTO_IP assignment of |IP addresses.
‘bCP” AUTO_IP: RFC 3927 defines “Dynamic
Configuration of IPv4 Link-Local Addresses",
allowing fully-automatic assignment of Link-Local
IP addresses.
DCP: PROFINET defines the “Discovery and
Configuration Protocol”, a link-layer protocol that
allows the manual assignment of IP addresses.
ipAddress string e.g. 192.168.1.13 ct
subnetMask string e.g. 255.255.255.0 ct
standardGateway string e.g. 192.168.1.1 ct

NOTE 1 Only allowed for POST if ipConfiguration is “MANUAL” and Mandatory for GET.
NOTE 2 For POST at least one of the methods shall be implemented

Example:

Request

GET /iolink/vl/gateway/configuration

Response
{
"ethIpv4":
{
"ipConfiguration": "MANUAL",
"ipAddress": "192.168.1.13",
"subnetMask": "255.255.255.0",
"standardGateway": "192.168.1.1"
}
]
}
5.4.4 POST/configuration

Write configuration datato the gateway.
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Table 15 - POST /configuration

Description

Description

Write configuration data to the gateway.

System Behavior

If there are no restrictions the values of the object will be modified.
The response shall be send prior to the change of the IP configuration.

Path

/gateway/configuration

Query parameters

Errors

(see A.2), (see 4.5.10)

Success

HTTP 204 - No Content

Request body

Object defined in Table 13 — Object GatewayConfiguration

Response body

Example:

Request (changing an IPv4 interface)

POST /iolink/vl/gateway/configuration

{

"ethIpv4": [
{
"ipConfiguration": "MANUAL",
"ipAddress": "192.168.1.13",

"subnetMask": "255.255.255.0",
"standardGateway": "192.168.1.1"

5.4.5 POST /reset

Invoke a reset of the I0-Link Gateway. This may reset all configuration data and interrupt all
communications channels. It is recommended to log this withinthe EventLog (see 5.4.7).

Table16 — POST /reset

Description

Description

Invoke a reset of the |O-Link Gateway.

System Behavior

If there are no restrictions the response will be given and following the Gateway will be
reset.

Path

/gatewayl/reset

Query parameters

Errors

(see A.2), (see 4.5.10)

Success

HTTP 204 - No Content

Request body

Response body

Example:

Request
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POST /iolink/vl/gateway/reset

5.4.6

POST /reboot

Invoke a reboot of the 10-Link Gateway. This may reset all configuration data and interrupt all
communications channels. It is recommended to log this withinthe EventLog (see 5.4.7).

Table17 — POST /reboot

Description

Description

Invoke a reboot of the 10-Link Gateway.

System Behavior

If there are no restrictions the response will be given and following the Gateway will
reboot.

Path

/gateway/reboot

Query parameters

Errors

(see A.2), (see 4.5.10)

Success

HTTP 204 - No Content

Request body

Response body

Example:

Request

POST /iolink/vl/gateway/reboot

5.4.7

GET /events

Each Gateway shall have an Event Log object containingthe events of the devices, ports and
the masters. The content of the Event Log can be read by getting the object “Gateway Event
Log” (see Table 20).

Table 18 — GET /events

Description

Description

Read the Event Log. A filtered subset of the Event log object is achieved by adding query
parameters to the URL. If there are no events to respond the “Gateway Event Log” objects
is empty.

System Behavior

Nothing will be changed or modified.

Path

/gateway/events

Query parameters

Eventlog query parameters (see Table 19)

Errors

(see A.2), (see 4.5.10)

Success

HTTP 200 - OK

Request body

Response body

Object defined in Table 20 — Object GatewayE ventLog

Table 19 — Event log query parameters

Query parameter

Values Remark

origin

Enumeration: Defaultis ALL
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TALL”
“GATEWAY”
“MASTERS”
“PORTS”
“DEVICES”
masterNumber {masterNumber} masterNumber is only applicable with origin=MASTERS
and with origin=PORTS
portNumber {portNumber} portNumber is only applicable with origin=PORTS
deviceAlias {deviceAlias} deviceAlias is only applicable with origin=DEVICES
top 1...n Delivers the oldest n events of the event buffer.
top is mutually exclusive to bottom.
bottom 1...n Delivers the latest n events of the event buffer.
bottomis mutually exclusive to top.
Table 20 - Object GatewayEventLog
Object Gateway EventlLog
Property Type Value Description M/O/C
time string | Relative or absolute time as defined in 4.5.9 When the event was logged M
severity string Enumeration: Indicates the severity of the M
“EMERGENCY” message. The severity is
decreasing from EMERGENCY to
“ALERT” DEBUG.
‘CRITICAL” Reference is Syslog Protocol
“ERROR” RFC5424 see [5]
“WARNING”
“‘NOTICE” I0-Link EventTypes shall be
“INFO” mapped as following:
« » "NOTIFICATION" to "NOTICE",
DEBUG "WARNING" to "WARNING",
"ERROR" to "ERROR".
All severity level can also occur
on gateway and master event
level.
origin object [ Objectdefined in Table 21 — Object Origin M
message object | Objectdefined in Table 22 — Object Message M
Table21 — Object Origin
Object
Property Type Value Description M/O/C
gateway string vendor-specific String Thisis for vendor specific ct
origins e.g. Web server
application or MQTT, etc.
masterNumber number | {masterNumber} c?
portNumber number | {portNumber} c?
string | {deviceAlias} c*

deviceAlias
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NOTE 1 Origin gateway has to be used if the event comes from the Gateway.
NOTE 2 Origin masterNumber has to be used if the event comes from Master, port or Device.
NOTE 3 Origin portNumber has to be used if the event comes from port or Device.

NOTE 4 Origin deviceAlias has to be used if the event comes from the Device.

320
321 Table 22 - Object Message
322
Object Message
Property Type Value Description M/O/C
code number | Codes according to [1] Annex D shall be used if the origin is ct
device or port
mode string Codes according to [1] 8.2.2.11 shall be used if the originis [ SINGLESHOT ct
device or port APPEARS
DISAPPEARS
text string Message. (For 10-Link event code related messages (defined ct
in [1]) shall be used)
NOTE 1 For 10-Link events code and mode are mandatory, text is optional. For all other events text is mandatory
323

324 Examples:

325 Example 1: Reading all events of the Gateway

326 Request

GET /iolink/v1l

327  Response

/gateway/events

"time": "2018-05-18T07:31:54.1232",
"severity": "WARNING",
"origin": {
"masterNumber": 1,
"portNumber": 1,
"deviceAlias": "Temp_ sensor 1"
bo
"message": {
"code": 16912,
"mode": "APPEARS",
"text": "Device temperature over-run - Clear source of heat"
}
} 4
{
"time": "2018-05-18T07:35:54.1232",
"severity": "NOTIFICATION",
"origin": {
"masterNumber": 1,

"portNumber": 2

by

"message":
" COde ALY
"mode LLENS
"text":

328

{
65314,
"SINGLESHOT",
"Device communication lost"
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Example 2: Request reading the oldest 3 events of port 7 of master 2

GET /iolink/vl/gateway/events?origin=PORTS&top=3&masterNumber=2&portNumber=7

Example 3: Request reading all events of master 3

GET /iolink/vl/gateway/events?origin=MASTERS&masterNumber=3

5.5 Master

There can be more than one Master addressed by one Gateway. Typical multi Master
applications are modular devices. Masters within a Gateway are addressed by “masterNumber”
which starts at 1 for the first Master.

Example:

GET /iolink/vl/masters/1l/capabilities

5.5.1 GET /masters
This requestis for scanning all Masters within a Gateway.

Table 23 — GET /masters

Description

Description Read all the available masterNumber keys with the corresponding identification
information.

System Behavior Nothing will be changed or modified

Path Imasters

Query parameters -

Errors (see A.2), (see 4.5.10)

Success HTTP 200 - OK

Request body -

Response body Array of object defined in Table 24 — Object Masterld

Table 24 — Object Masterid

Object Masterld

Property Type Value Description M/O/C

masterNumber number Integer 1..n see 4.5.2 M

serialNumber string Vendor specific e}

locationTag string Could be used for “slot” information for the (@]
modular model (see 4.1)

Example:

Request
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GET /iolink/vl/masters
350 Response
[
{
"masterNumber": 1,
"serialNumber": "A12345678B",
"locationTag": "slot 5"
by
{
"masterNumber": 2,
"serialNumber": "123A45B783",
"locationTag": "slot 6"
}
1
351
352
353 Table 25 — Resources Master
354
Resources Clause HTTP Remark M/O/C
liolink/v1/masters/ Method
{masterNumber}
/capabilities 5.5.2 GET Read the capabilities of the Master
/identification | 5.5.3 GET Read the identification of the Master
/identification | 5.5.4 POST Write application specific identification to a Master ct
NOTE 1: Thisisnot needed if no element of Table 31 — Object MasterldentificationPost is implemented.
355
356 5.5.2 GET /capabilities

357 Read the capabilities of a specific |IO-Link Master.

358 Table 26 — GET /capabilities
359

Description

360
361
362

363

Description

Read the capabilities of a specific |IO-Link Master.

System Behavior

Nothing will be changed or modified.

Path

Imasters/{masterNumber}/capabilities

(see Table 116)

Query parameters

Errors

(see A.2), see 4.5.10

Success

HTTP 200 - OK

Request body

Response body

Object Master Capability (see Table 27 — Object MasterCapabilities)

Table 27 — Object MasterCapabilities

Object MasterCapabilities

Property Type Value Description M/O/C

numberOfPorts number | Integer 1..n Total number of ports M

maxPowerSupply object Object defined in Table 115 — Maximum total power supply M
Object PowerSupply for all ports.
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364 Example:

365 Request

GET /iolink/vl/masters/1l/capabilities

366 Response

"numberOfPorts": 8,

"maxPowerSupply": {
"value": 0.3,
"unitll : "All

367

368 5.5.3 GET /identification
369 Read all identification data of an |O-Link Master.

370 Table 28 — GET /identification
371

Description

Description Read all identification data of an |O-Link Master.
System Behavior Nothing will be changed or modified.
Path Imasters/{masterNumber}/identification (see Table 116)

Query parameters -

Errors (see A.2), (see 4.5.10)
Success HTTP 200 - OK

Request body -

Response body Object defined in Table 29 — Object MasterldentificationGet
372
373
374 Table 29 — Object MasterldentificationGet
375
Object MasterldentificationGet
Property Type Value Description M/O/C
vendorId number integer Vendor ID assigned by 10- M
Link community, see [1]
masterId number integer Any vendor specific ID
masterType string Enumeration: see [1]
“Unspecific”

“Masteracc. V1.0”
“Masteracc. V1.1”
“Failsafe_Master”

“Wireless_Master”

serialNumber string Vendor specific, in analogy to O
[1]

productId string Vendor specific, in analogy to (0]
[1]

vendorName string Vendor specific, in analogy to M

(1]
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productName string Vendor specific, in analogy to O
(1]

hardwareRevision string Vendor specific, in analogy to O
[1]

firmwareRevision string Vendor specific, in analogy to O
[1]

vendorUrl string Linkto product site O

manualUrl string Link to user manual

applicationSpecificTag string User defined tag in analogy
to [1]

locationTag string User defined tag in analogy O
to [1]

functionTag string User defined tag in analogy (0]
to [1]

376
377 Example:

378 Request

GET /iolink/vl/masters/1/identification

379 Response

"vendorName": "Vendor GmbH",
"vendorId": 26,
"masterId": 42,

"masterType": "Master acc. V1.0",

"serialNumber": "IOLM123456",

"productId": "PROD-123456",

"productName": "IO-Link Master",

"hardwareRevision": "3.2.1.444R",

"firmwareRevision": "3.2.1.888R",

"vendorUrl": "http://www.io-link.com/io-link-master™",
"manualUr1l": "http://www.io-link.com/io-link-master/documentation.pdf",
"applicationSpecificTag": "Fallback reader",
"locationTag": "Down under",

"functionTag": "Code reading"

380

381 5.54 POST /identification
382 Write identification data of an 10-Link Master.

383 Table 30 — POST /identification
384

Description

Description Write identification data of an |O-Link M aster.
System Behavior If there are no restrictions the object will be modified.
Path Imasters/{masterNumber}identification (see Table 116)

Query parameters -

Errors (see A.2),see 4.5.10
Success HTTP 204 - No Content
Request body Object defined in Table 31 — Object MasterldentificationPost

Response body -




385

386
387

388

389

390

391

392
393

394
395

396
397

398

399
400

JSON Integration for 10-Link - 27— Version 1.0.0

Table 31 — Object MasterldentificationPost

Object MasterldentificationP ost

Property Type Value Description M/O/C

applicationSpecificTag string User defined tag, in analogy o'
to [1]

locationTag string User defined tag, in analogy o'
to [1]

functionTag string User defined tag, in analogy o!
to [1]

NOTE 1 At least one of the properties has to be used if the request isissued

Example

Request

POST /iolink/vl/masters/1l/identification

"applicationSpecificTag": "Fallback reader at the end of the belt",
"locationTag": "Down under",
"functionTag": "Code reading"
}
5.6 Port

5.6.1 GET /ports
Read all the available portNumber keys with the corresponding identification information.

Table 32 - GET /ports

Description

Description

Read all the available portNumber keys with the corresponding identification
information

System Behavior

Nothing will be changed or modified

Path

Imaster/{masterNumber}/ports (see Table 116)

Query parameters

Errors

(see A.2),see 4.5.10

Success

HTTP 200 - OK

Request body

Response body

Array of object defined in Table 33 — Object Port ID

Table 33 - Object PortID

Object Port IDs
Property Type Value Description M/O/C
portNumber number Integer 1..n M

statusInfo

string Enumeration: M
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"DEACTIVATED”
“INCORRECT_DEVICFE”
“DEVICE_STARTING”
“DEVICE_ONLINE”
“COMMUNICATION_LOST”
“DIGITAL_INPUT_C/Q”
“DIGITAL_OUTPUT_C/Q”
“NOT_AVAILABLE”"
deviceAlias string {deviceAlias} M
Example:
Request
GET /iolink/vl/masters/1l/ports
Response
[
{
"portNumber": 1,
"statusInfo": "DEVICE ONLINE",
"deviceAlias": "Distance Sensor"
by
{
"portNumber": 2,
"statusInfo": "DEVICE ONLINE",
"deviceAlias": "Pressure Sensor"
by
{
"portnumber": 3,
"statusInfo": "DIGITAL INPUT C/Q",
"deviceAlias": "Switching Sensor"
bo
{
"portnumber": 4,
"statusInfo": "DEACTIVATED",
"deviceAlias": "Empty port"
}
1
Table 34 — Resources Port
Resources Clause HTTP Remark M/O/C
masters/{masterNumber}/ Method
ports/{portNumber}
/capabilities 5.6.2 GET Read the capability information of the M
specified port
/status 5.6.3 GET Read the actual status of the selected port M
/configuration 5.6.4 GET Read the actual configuration of the specified M
port
/configuration 5.6.5 POST Write the configuration of the specified port
/datastorage 5.6.6 GET Read the datastorage content of a specific
port
/datastorage 5.6.7 POST Write the datastorage content to a specific M
port
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5.6.2 GET /capabilities
Read the capabilities of a specific port.

Table 35 — GET /capabilities

Version 1.0.0

Description

Description

Read the capabilities of a specific port.

System Behavior

Nothing will be changed or modified.

Path

Imaster/{masterNumber}/ports/{portNumber}/capabilities (see Table 116)

Query parameters

Errors

(see A.2), (see 4.5.10)

Success

HTTP 200 - OK

Request body

Response body

Object defined in Table 36 — Object PortCapability

Table 36 — Object PortCapability

Object

Port capability

Property

Type

Value

Remark

M/O/

portType

string

Enumeration:

“CLASS_A”

“CLASS_B”

“CLASS_A WITH_PORT_POWER_OFF_ON”
“FAILSAFE_PORT_A_WITHOUT_SAFETY_DIGITAL_INPUTS”
“FAILSAFE_PORT_A_WITH_ SAFETY_DIGITAL_INPUTS”
“FAILSAFE_PORT_B”

“WIRELESS_MASTER”

see [1],
SMI

maxPowerSupply

object

Object defined in Table 115 — Object PowerSupply

Example:

Request

GET /iolink/vl/masters/1/ports/1/capabilities

Response

"maxPowerSupply": {

"value": 0.3,
n unitll : IIA"
}I
"portType": "CLASS A"

5.6.3 GET /status
Read the actual status of a specific port.
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Table 37 — GET /status

Description

Description

Read the actual status of a specific port.

System Behavior

Nothing will be changed or modified.

Path

Imaster/{masterNumber}/ports/{portNumber}/status (see Table 116)

Query parameters

Errors

(see A.2), (see 4.5.10)

Success

HTTP 200 - OK

Request body

Response body

Object defined in Table 38 — Object PortStatus

Table 38 — Object PortStatus

Object Port Status

Property Type Value Remark M/O/C

statusInfo string | Enumeration: See Table 39 - Port M
“DEACTIVATED” status mapping

“INCORRECT_DEVICE”
“DEVICE_STARTING”
“DEVICE_ONLINE”
“COMMUNICATION_LOST”
“DIGITAL_INPUT_C/Q”
“DIGITAL_OUTPUT_C/Q”
“NOT_AVAILABLE”

iolinkRevision

string | Enumeration: ct
“1.0”

“g q»

transmissionRate

string | Enumeration: c’
“COM1”
“COM2”
“COM3”

masterCycleTime

object [ Object defined in Table 112 — Object c?
CycleTime

NOTE 1 only applicable if portisin status “DEVICE_ONLINE” or “DEVICE_STARTING”
NOTE 2 only applicable if portisin status “DEVICE_ONLINE”

Table 39 — Port status mapping

JSON SMI see [1]
DEACTIVATED DEACTIVATED, PORT_POWER_OFF
INCORRECT_DEVICE PORT_DIAG
DEVICE_STARTING PREOPERATE
DEVICE_ONLINE OPERATE
COMMUNICATION_LOST NO_DEVICE
DIGITAL_INPUT_C/Q DI_C/Q
DIGITAL_OUTPUT_C/Q DO_C/Q
NOT _AVAILABLE NOT _AVAILABLE
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435
436

437 Example:

438 Request

GET /iolink/vl/masters/1l/ports/1l/status

439  Response

"statusInfo": "DEVICE ONLINE",
"iolinkRevision": "1.1",
"transmissionRate": "COM2",
"masterCycleTime": ({

"value": 2.3,

"unit": "ms"

440

441 5.6.4 GET /configuration
442 Read the actual configuration of a specific port

443 Table 40 — GET /configuration
444

Description

Description Read the actual configuration of a specific port.
System Behavior Nothing will be changed or modified.
Path /master/{masterNumber}/ports/{portNumber}/configuration (see Table 116)

Query parameters -

Errors (see A.2),see 4.5.10

Success HTTP 200 - OK

Request body -

Response body Object defined in Table 41 — Object PortConfiguration
445
446 Table 41 — Object PortConfiguration
447
Object Port configuration
Property Type Values Description M/O/C
mode string Enumeration: see [1], Table E3 see
“DEACTIVATED” Tﬁfm
“IOLINK_MANUAL" B
“IOLINK_AUTOSTART”
“DIGITAL_INPUT”
“DIGITAL_OUTPUT”
validationAndBackup string Enumeration: see [1], Table E3 see
“NO_DEVICE_CHECK” Tig'e
“TYPE_COMPATIBLE_DEVICE_V1.0” only available if
“TYPE_COMPATIBLE_DEVICE_V1.1" portsisinmode

IOLINK MANUAL
“TYPE_COMPATIBLE_DEVICE_V1.1_BA

CKUP_AND_RESTORE”
“TYPE_COMPATIBLE_DEVICE_V1.1_RE
STORE”
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igConfiguration string Enumeration: see
“NOT_SUPPORTED’ Igb'e
“DIGITAL_INPUT”
“DIGITAL_OUTPUT”
cycleTime object Object defined in Table 112 — Object NOTE * see
CycleTime Table
42
vendorId number see [1] see
Table
42
devicelId number see [1] see
Table
42
deviceAlias String Default Name is: see
Master{masterNumer}port{portNumber} Igble

NOTE 1 If the applied value for cycle time cannot exactly be mapped, the port shall use the next possible higher
value. If the cycle time is greater than 132.8 ms the error 702 shall be returned.

Table 42 — Conditions for the Port Configuration object

Datastorage
request/Property POST GET
mode s M
validationAndBackup ! ct
igConfiguration ° M
cycleTime o’ c*
vendorId ch? c'?
deviceId ct? ch?
deviceAlias 0° M

NOTE 1 with mode 10-LINK_MANUAL

NOTE 2 with ValidationAndBacku p: other than NO_DEVICE_CHECK

NOTE 3 can only be used with mode 1O-LINK_MANUAL or 10-LINK_AUTOSTART

NOTE 4 With mode 10-LINK_MANUAL or IO-LINK_AUTOSTART it returns O0ms if the cycle time was not configured

NOTE 5 At least one of the mode, igConfiguration, deviceAlias property shall be included to the POST
request

Example:

Request

GET /iolink/vl/masters/1l/ports/1l/configuration

Response

"mode": "IOLINK MANUAL",
"validationAndBackup": "TYPE COMPATIBLE DEVICE V1.1",
"igConfiguration": "DIGITAL INPUT",
"cycleTime": {
"value": 2.3,
"unit": "ms"
} 14
"vendorId": 26,
"deviceId": 333,
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"deviceAlias": "Distance sensor 1"

5.6.5 POST /configuration
Write the wanted configuration for a specific port.

Table 43 — POST /configuration

Description

Description

Write the wanted configuration for a specific port.

System Behavior

If there are no restrictions the object will be modified.

If the applied value for cycle time cannot exactly be mapped, the port shall use the next
possible lower value.

By changing the configuration the communication to the device can get lost.

Path

/master/{masterNumber}/ports/{portNumber}/configuration (see Table 116)

Query parameters

Errors

(see A.2),see 4.5.10

Success

HTTP 204 - No Content

Request body

Object defined in Table 41 — Object PortConfiguration

Response body

Example:

Request

POST

{

/iolink/vl/masters/1l/ports/l/configuration

"mode": "IOLINK AUTOSTART",
"validationAndBackup": "TYPE COMPATIBLE DEVICE V1.1",
"igConfiguration": "DIGITAL INPUT",

"cycleTime":

"value":
"unit":

bo

"vendorId":
"deviceId":
"deviceAlias":

5.6.6

31313,

"Distance sensor 1"

GET /datastorage

Getting the datastorage content (bulk dataformatis described in [1]), extended by the header
(Vendorld, Deviceld, Revision ID).

Table 44 — GET /datastorage

Description

Description

Read the actual datastorage content of the port.

System Behavior

Nothing will be changed or modified.

If no datastorage content is available the response is empty.

Path

I/master/{masterNumber}/ports/{portNumber}/datastorage (see Table 116)

Query parameters
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Errors (see A.2), (see 4.5.10)
Success HTTP 200 - OK
Request body -
Response body Object defined in Table 45 — Object Datastorage
Table 45 - Object Datastorage
Object Datastorage
Property Type Value Description M/O/C
header object Object defined in Table Objectis empty if there isno M
46 — Object datastorage content.
DataStorageHeader
content string Base 64 coded String is empty if there isno M
datastorage content.
see [7] ,see [1] E6
Table 46 — Object DataStorageHeader
Object Data Storage Header
Property Type Value Description M/O/C
vendorId number see [1] M
devicelId number see [1] M
iolinkRevision string Enumeration: see [1] M
“1.0”
“qn

Example:

Request

GET /iolink/vl/masters/1l/ports/1l/datastorage

"YmFzZTYOIGVuY3J5cHR1ZCBjb250ZW50"

Response
{
"header": {
"vendorId": 15,
"deviceId": 65253,
"iolinkRevision": "1.1"
by
"content":
}
5.6.7 POST /datastorage

Write the datastorage content (bulk data format is described in [1]), added by the header
(Vendorld, Deviceld, Revision ID).
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Table 47 — POST /datastorage

Description

Description

Write the datastorage content of the port.

System Behavior

If there are no restrictions the object will be modified

After receiving the datastorage content the port is restarted if the port is in mode
“Backup&Restore” or “Restore” see also [1] and see 5.6.5

Path

I/master/{masterNumber}/ports/{portNumber}/datastorage (see Table 116)

Query parameters

Errors

(see A.2), (see 4.5.10)

Success

HTTP 204 - No Content

Request body

Object defined in Table 45 — Object Datastorage

Response body

Example:

Request

POST iolink/vl/masters/1l/ports/1l/datastorage

{

"header": {

"vendorId":
"deviceId":

15,
65253,

"iolinkRevision": "1.1"

}o

"content": "YmFzZTYOIGVuY3J5cHR1ZCBjb250ZW50"

5.7 Devices

Devices are addressed by device names. See port configuration in 5.6.5. for deviceAlias
assignment. If no deviceAlias is assigned the default name is used. IODD support is required
for all requests where query parameter format has the value iodd.

Example:

Addressing by default device name (e.g. Device is on port 6 of Masterl)

GET /iolink/vl/devices/masterlport6/identification

Addressing by assigned device name (e.g. sensor34)

GET /iolink/vl/devices/sensor34/identification

5.71

GET /devices

Get all available deviceAlias keys and the location by Master number and port number.

Table 48 — GET /devices

Description

Description

Get all available deviceAlias keys and the location by Master number and P ort number.

System Behavior

Nothing will be changed or modified.

Path

/devices

Query parameters
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Errors

(see A.2), (see 4.5.10)

Success

HTTP 200 - OK

Request body -

Response body

Array of objects defined in Table 49 — Object DeviceAlias

Table 49 — Object DeviceAlias

Object DeviceAlias
Property Type Value Description M/O/C
deviceAlias string Device name is according to 4.5.6 M
masterNumber number Integer 1..255 M
portNumber number Integer 1..255 M
Example:
Request
GET /iolink/vl/devices
Response
[
{
"deviceAlias": "DT35",
"masterNumber": 1,
"portNumber": 1
by
{
"deviceAlias": "TADOS81",
"masterNumber": 1,
"portNumber": 2
b
{
"deviceAlias": "BNI IOL",
"masterNumber": 1,
"portNumber": 3
by
{
"deviceAlias": "masterlport4d",
"masterNumber": 1,
"portNumber": 4
}
]
Table 50 — Resources Devices
Resources Clause HTTP Remark M/0O/C
Idevices/{deviceAlias} Method
Capabilities
/capabilities 5.7.2 GET Read the capabilities from the specific M
Device
Identification




/ {parameterName}

/value

specified Device.
The formatis given within the body.
10DD support is required.
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/identification .3 GET Read the identification from the specific M
Device
/identification 4 POST Write application specific identification to M
the Device
Process data
/processdata/value .5 GET Read the process data values (input and M
output) from the specified Device
format “byteArray” or “iodd” is given by a
query string
/processdata .6 GET Read the process data input values from M
/getdata/value the specified Device
format “byteArray” or “iodd” is given by a
query string
/processdata 7 GET Read the process data output values from M
/setdata/value the specified Device
format “byteArray” or “iodd” is given by a
query string
/processdata/value .8 POST Write the process data output values to the M
specified Device
format “byteArray” or “iodd” is given by the
request body
Parameter information
/parameters .9 GET Read all available parameter indices and cY
parameter names from the specific Device.
10DD supportis required
/parameters .10 GET Read all available parameter sub-indices cY
/{index} and sub-parameter names from the specific
L device. IODD support is required
/subindices
/parameters 11 GET Read all available parameter sub-indices cY
/ {parameterName} and sub-parameter names from the specific
o device (referenced by parameter name).
/subindices IODD support is required
Parameter values
/parameters .12 GET Read a parameter value from the specific M
/{index} /value device with the given index.
The requested format “byteArray” or “iodd”
isgiven by a query string
/parameters .13 GET Read a parameter value from the specific M
/{index} /subindices device with the given index and subindex.
/ {subindex}/value The requested format “byteArray” or “iodd”
isgiven by a query string
/parameters .14 GET Read a parameter value from the specific ct
/ {parameterName} Device by parameter name.
/value IODD support is required
/parameters .15 GET Read a parameter value from the specific ct
/ {parameterName)} Device by parameter name and subname.
/subindices IODD support is required.
/ {subParametername }
/value
/parameters .16 POST Write a parameter value with the given M
/{index} /value index to the specified Device.
The formatis given within the body .
/parameters 17 POST Write a parameter value by name to the ct
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/parameters 5.7.18 POST Write a parameter value with the given M
/{index} /subindices index and subindex to the specified Device.
/{subindex}/value The formatis given within the body.
/parameters 5.7.19 POST Write a parameter value to the specific ct
/ {parameterName} / Device by the parameter name and
] ) subname.

/subindices o o

The formatis given within the body.
/ {subParameterName } ” .
/value IODD supportis required.
/blockparameterizat | 5.7.20 POST Write or read one or more parameters using M
ion the block parameterization method. The

format can be byteArray or |lODD based.
Events
/events 5.7.21 GET reading the EventlLog filtered for a specific M

Device

NOTE The evaluation of IODD conditions will be done implicit by the JSON server
NOTE 1 Mandatory if |IODD support is available

516

517 5.7.2 GET /capabilities
518 Read the capabilities of the specific Device.

519 Table 51 — GET /capabilities
520

Description

Description Read the capabilities of the specific Device.

System Behavior | Nothing will be changed or modified.

Path /devices/{deviceAlias}/capabilities (see Table 116)
Query —

parameters

Errors (see A.2), (see 4.5.10)

Success HTTP 200 - OK

Request body -

Response body Object defined in Table 52 — Object DeviceCapabilities

521
522 Table 52 — Object DeviceCapabilities
523
Object Device capabilities
Property Type Value Description M/O/C
minimumCycleTime object Object defined in Table 112 — M
Object CycleTime
supportedProfiles Array of ct
numbers see [10]
NOTE 1 Mandatory if Device supports profiles
524

525 Example

526 Request

GET /iolink/vl/devices/sensor34/capabilities

527 Response
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{
"minimumCycleTime": {
"value": 2.3,
"unit": "ms"
" ;’JpportedProfiles" : [10,32770]
}
5.7.3 GET /identification
Read the identification of the Device.
Table 53 — GET /identification
Description

Description Read the identification of the Device.

System Behavior Nothing will be changed or modified.

Path /devices/{deviceAlias}/identification (see Table 116)

Query parameters -

Errors (see A.2), (see 4.5.10)

Success HTTP 200 - OK

Request body -

Response body Object defined in Table 54 — Object Device ldentification Get

Table 54 — Object Device Identification Get

Object Device ldentification GET

Property Type Value Description M/o/C*
vendorId number see [1] M
devicelId number see [1] M
iolinkRevision string see [1] M
vendorName string see [1] C
vendorText string see [1] C
productName string see [1] C
productId string see [1] C
productText string see [1] C
serialNumber string see [1] C
hardwareRevision string see [1] C
firmwareRevision string see [1] C
applicationSpecificTag | string see [1] C
locationTag string see [1] C
functionTag string see [1] C
NOTE 1 M/O/C according to [1]

Example:

Request



539

540

541

542
543

544
545

546

547
548

549

550

551

JSON Integration for 10-Link

—40-

GET /iolink/vl/devices/sensor34/identification

Response

"vendorId": 26,
"deviceId": 42,

Version 1.0.0

"iolinkRevision": "1.1",
"vendorName": "SICK AG",
"vendorText": "Sensor Intelligence.",
"productName": "WTxx1l6",

"productId": "PROD-123456",
"productText": "Light switch",
"serialNumber": "IOLM123456",
"hardwareRevision": "3.2.1.444R",
"firmwareRevision": "3.2.1.888R",
"applicationSpecificTag": "Fallback light switch at the end of the belt",
"locationTag": "Down under",
"functionTag": "Check end of belt"

5.7.4 POST /identification

Write Device specific tags including the applicationSpecificTag, the locationTag and the

functionTag (see[1]) if available.

Table 55 - POST /identification

Description

Description

Write all identification data of an 10-Link Device.

System Behavior

If there are no restrictions the object will be modified.

Path /devices/{deviceAlias}/identification (see Table 116)

Query parameters -

Errors (see A.2), (see 4.5.10)

Success

HTTP 204 - No Content

Request body -

Response body

Object defined in Table 56 — Object DeviceldentificationPOST

Table 56 — Object DeviceldentificationPOST

Object DeviceldentificationP OST

Property Type Value Description M/0/C*
applicationSpecificTag | string see [1] 0?
locationTag string see [1] 0?
functionTag string see [1] 0?

NOTE 1 M/O/C according [1]

NOTE 2 at least one of the properties shall be present

Example:

Request

POST /iolink/vl/devices/sensor34/identification
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"applicationSpecificTag":
"locationTag":
"functionTag":

5.7.5 GET /processdata/value

Read the process data input values and output values of the specified Device. The request
format can be byteArray or IODD based. If IODD format is requested the IODD feature shall be

supported.

Version 1.0.0

"Fallback light switch at the end of the belt",
"Down under",
"Check start of belt"

Process data can always be accessed by addressing a device even if no physical device is
attached at the port. Process data comprises digital inputs on I/Q and C/Q (also if the Device

is in “SI0” mode) as well as I0-Link process dataif the portis in communication.

Table 57 — GET /processdata/value

Description

Description

Read the process data (input values and/or the output values) of the specified Device.

The requested formatisindicated by a query string and can be byteArray (default) or

10DD based.

System Behavior

Nothing will be changed or modified.

Path

/devices/{deviceAlias}/processdata/value (see Table 116)

Query parameters

Format request parameters (see Table 58)

Errors

(see A.2), (see 4.5.10)

Success

HTTP 200 - OK

Request body

Response body

Object defined in Table 59 — Object ProcessDatalnOut

Table 58 — format request query parameters

Query parameter Values Remark
format Enumeration: Defaultis “byteArray”
“byteArray”
“iodd”
Table 59 — Object ProcessDatalnOut
Object ProcessDatalnOut
Property Type Value Description M/O/C
getData object Object defined in Table 60 — Object ct
ProcessData
setData object Object defined in Table 60 — Object c?
ProcessData

NOTE 1 ifthe request is GET /processdata/getdatal/value or GET /processdata/value the process data content

is“getData”

NOTE 2 ifthe request is GET /processdata/setdata/value or GET /processdata/value the process data content

is“setData”
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Table 60 — Object ProcessData

Object ProcessData

Property Type Value Description M/0O/C
iolink object Object defined in Table 61 — Object ct

processDatalOL

igvValue boolean true, false true = high signal 2
cgValue boolean true, false true = high signal 8

NOTE 1 If portisin|O-Link mode and Device is connected

NOTE 2 If1/Q is available and configured as digital input for GET or configured as digital output for POST
NOTE 3 If C/Q is available and configured as digital input for GET or configured as digital output for POST

Table 61 — Object processDatalOL

Object processDatalOL

Property Type Value Description M/O/C

valid boolean true,false For output data valid is M

always true.

value array of Byte array (see 4.5.8) order in big endian ct
numbers

value boolean, simple types c?
string,
number

value object Object defined in Table 72 — Object c®

complexParameterValue

NOTE 1 If the formatis “byteArray”

NOTE 2 If the format is “iodd” and process data are of simple type, naming shall be according 4.5.6
NOTE 3 If the format is “iodd” and process data are of complex type, naming shall be according 4.5.6

Examples:

Example 1:

Device is a sensor/actuator in |O-Link communication, I/Q is available and configured as a

digital input.

Request (format byteArray)

GET /iolink/vl/devices/masterlport6/processdata/value?format=byteArray

Response

"getData": {
"iolink": {
"valid": true,

"value":

} 4

"igValue":

}o

false

"setData": {
"iolink": {
"valid": true,

"value":

[12,22,216]

[128,221,134]



583

584

585
586

587

588

589

590

591
592

593
594
595

596

597
598

599

JSON Integration for 10-Link —43 - Version 1.0.0

Example 2:

Device is a sensor/actuator in 10-Link communication, I/Q is available and configured as a

digital input.

Request (format IODD)

GET /iolink/vl/devices/masterlport6/processdata/value?format=iodd

Response

"getData": {
"iolink": {

"valid": true,
"value": {"Pressure": 1.2}

bo

"igValue": false

}I
"setData": {
"iolink": {
"valid":
"value":

true,
{"Temperature": 50}

5.7.6 GET /processdata/getdata/value

Read the process data input value of the specified Device. The request format can be byteArray
or IODD based. If IODD format is requested the IODD feature has to be supported.

Process data can always be accessed by addressing a device even if no physical device is
attached at the port. Process data comprises digital inputs on I/Q and C/Q (also if the Device
is in “SIO0” mode) as well as 10-Link process dataif the portis in communication.

Table 62 — GET /processdata/getdata/value

Description

Description

Read the process data input value of the specified Device.

The requested formatisindicated by a query string and can be byteArray (default) or
IODD based.

System Behavior

Nothing will be changed or modified.

Path

/devices/{deviceAlias}/proce ssdata/getdata/value (see Table 116)

Query parameters

Format request parameters (see Table 58)

Errors

(see A.2), (see 4.5.10)

Success

HTTP 200 - OK

Request body

Response body

Object defined in Table 60 — Object ProcessData
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Examples:

Example 1: Deviceis a sensor in IO-Link communication, I/Q is available and configured as
digital input

The 10-Link process datais 0xC16D8 = 792280gec

Request (format is byteArray).

GET /iolink/vl/devices/masterlport6/processdata/getdata/value?format=byteArray

Response

"iolink": {
"valid": true,
"value": [12,22,216]
}I
"igValue": true

Example 2: Device is a sensor in 10-Link communication and I/Q is available configured as a
digital input. The process data are of simple type.

Request (format IODD).

GET /iolink/vl/devices/masterlporté6/processdata/getdata/value?format=iodd

Response

"iolink": {
"valid": true,
"value": 15.2

by

"igValue": true

Device is a sensorin I0-Link communication and I/Q is available configured as a digital input.
The processdata are of complex type

Request (format IODD).

GET /iolink/vl/devices/masterlporté6/processdata/getdata/value?format=iodd

Response
{
"iolink": {
"valid": true,
"value": {
"Distance": {"value": 15 },

"Quality": {"value": 12 }
}
by

"igValue": true
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Example 3: Device is a sensorin SIO Mode, I/Q and C/Q are available and configured as digital
inputs

Request (format IODD).

GET /iolink/vl/devices/masterlporté6/processdata/getdata/value?format=iodd

Response

{
"igValue": true,
"cgValue": false

5.7.7 GET /processdata/setdata/value

Read the process data output value of the specified Device. The request format can be
byteArray or IODD based. If IODD format is requested the IODD feature has to be supported.

Process data can always be accessed by addressing a device even if no physical device is
attached at the port. Process data c omprises digital inputs on I/Q and C/Q (also if the Device
is in “S10” mode) as well as 10-Link process dataif the portis in communication.

Table 63 — GET /processdata/setdata/value

Description

Description Read the process data (input data) of the specified Device.
The requested formatisindicated by a query string and can be byteArray (default) or
10DD based.

System Behavior Nothing will be changed or modified.

Path /devices/{deviceAlias}/proce ssd ata/setdata/value (see Table 116)

Query parameters Format request parameters (see Table 58)

Errors (see A.2), (see 4.5.10)

Success HTTP 200 - OK

Request body -

Response body Object defined in Table 60 — Object ProcessData

5.7.8 POST /processdatal/value

Write the process data output value to the specified Device. Process data can also be written
by addressing a Device even if no physical Device is attached at the port but I/Q or C/Q are
available. The Deviceis addressed by the device name (see 4.4.3).

Table 64 — POST /processdata/value

Description

Description Write the process data output value to the specified Device. The requested format is
implicitly defined within the body. No query parameters are needed.

System Behavior If there are no restrictions process data will be updated.

Path /devices/{deviceAlias}/processdata/value (see Table 116)
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Query parameters

Errors

(see A.2),(see 4.5.10)

Success

HTTP 204 - No Content

Request body

Object defined in Table 60 — Object ProcessData

Response body

Examples:

Example 1:

Device is an actuator in 10-Link communication, 1/Q is available and configured as a digital

output.

Request (implicit format byteArray)

POST /iolink/vl/devices/masterlport6/processdata/value

{
"igValue":
"iolink": {
"valid":
"value":

Example 2:

false,

true,
[12,22,216]

Device is an actuator in 10-Link communication, 1/Q is available and configured as a digital
output. Processdata is of simple type

Request (implicit format IODD, simple type)

POST /iolink/

{
"igValue":
"iolink": {
"valid":
"value":

Example 3:

vl/devices/masterlport6/processdata/value

true,

true,
32.4

Device is an actuator in 10-Link communication, 1/Q is available and configured as a digital
output. Process data are of complex type.

Request (implicit format IODD, complex type)

POST /iolink/

{
"igValue":
"iolink": {
"valid":
"value":
"Valve
"Valve

}

vl/devices/masterlport6/processdata/value

true,

true,

{

1": true,
2": false
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Read a list of all available parameter indices and parameter names of th e specific Device. IODD

supportis required.

Table 65 — GET /parameters

Description

Description

Read a list of all available parameter indices and parameter names of the specific
Device.

System Behavior

Nothing will be changed or modified.

Path /devices/{deviceAlias}/parameters (see Table 116)

Query parameters | —

Errors

(see A.2), (see 4.5.10)

Success

HTTP 200 - OK

Request body -

Response body

Array of object defined in Table 66 — Object parameterList

Table 66 — Object parameterList

Object parameterList

Property Type Value Description M/O/C
index number integer see [1] M
parameterName string Name of parameter see 4.5.6 M

Example:

Request

GET /iolink/vl/devices/sensor34/parameters

Response
[

{
"index": 10,
"parameterName" :

bo

{
"index": 12,
"parameterName":

}I

{
"index": 13,
"parameterName":

"Vendor Name"

"Product Name"

"ProductID"
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672 5.7.10 GET /parameters/{index}/subindices

673 Read all available parameter subindices and subparameter names (referenced by ISDU). IODD
674 supportis required.

675
676 Table 67 — GET /parameters/{index}/subindices
677
Description
Description Read all available parameter sub-indices, sub-parameter names (referenced by ISDU).
System Behavior Nothing will be changed or modified.
Path /devices/{deviceAlias}/parameters/{index}/subindices (see Table 116)
Query parameters —
Errors (see A.2), (see 4.5.10)
Success HTTP 200 - OK
Request body -
Response body Array of object defined in Table 68 — Object device SubParameters
678
679 Table 68 — Object deviceSubParameters
680
Object deviceSubParameters
Property Type Value Remark M/O/C
subIndex number | integer M
subParameterName | string Name of sub parameter see 4.5.6 M
681

682 Example:

683  Request

GET /iolink/vl/devices/sensor34/parameters/64 /subindices

684 Response

{

"subIndex": 1,

"subParameterName": "switching mode"
by
{

"subIndex": 2,

"subParameterName": "switching value on"

bo
{

"subIndex": 3,
"subParameterName": "switching value off"

685

686 5.7.11 GET /parameters/{parameterName}/subindices

687 Read all available parameter subindices, subparameter names (referenced by parameter
688 name). IODD support required.
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Table 69 — GET /parameters/{parameterName}/subindices

Description

Description

Read all available parameter subindices, subparameter names (referenced by parameter
name).

System Behavior

Nothing will be changed or modified.

Path

/devices/{deviceAlias}/parameters/{parameterName}/subindices (see Table 116)

Query parameters

Errors

(see A.2), (see 4.5.10)

Success

HTTP 200 - OK

Request body

Response body

Array of object defined in Table 68 — Object device SubParameters

Example:

A Device has a parameter named “Switch_properties” with some subindices.

Request

GET /iolink/vl1l/devices/sensor34/parameters/Switch properties/subindices

Response

"subIndex":
"subParameterName":

1,

"switching mode"

"subIndex": 2,

"subParameterName": "switching value on"
bo
{

"subIndex": 3,

"subParameterName": " switching value off"

5.7.12 GET /parameters/{index}/value

Read a specific parameter value and its sub-parameter values (if the parameter has complex
type) with the given index from the specified Device. The requested format is indicated by a
guery string and can be byteArray (default) or IODD based. For format “iodd” the IODD support

is needed.
Table 70 — GET /parameters/{index}/value
Description
Description Read a specific parameter and its subparameter values (if the parameter has complex

type) with the given index from the specified Device.

System Behavior

Nothing will be changed or modified.

Path

/devices/{deviceAlias}/ parameters/{index}/value (see Table 116)

Query parameters

See Table 58

Errors

(see A.2), (see 4.5.10)

Success

HTTP 200 - OK
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Request body

Response body

Table 71)

one of objects that are listed as options in the deviceParameterValues object list (see

Table 71 — deviceParameterValues object list

deviceParameterValues object list
object Object defined in Table 74 — Object rawParameterValue c'
object Object defined in Table 73 — Object simpleParameterValue 2
object Object defined in Table 72 — Object complexParameterValue s
NOTE 1 If format is “byteArray”
NOTE 2 If format is “iodd” and process data are of simple type, naming shall be according to 4.5.6
NOTE 3 only available forindices or process data with complex data types
Table 72 — Object complexParameterValue
Object complexParameterValue
Property Type Value Remark M/O/C
{parameterName} object Object defined in Table 73 —
Object simpleParameterValue
NOTE IODDname is based on rules see 4.5.6
Table 73 — Object simpleParameterValue

Object simpleParameterValue
Property Type Value Remark M/O/C
value boolean, Simple types e.g. "value":15.2

string,

number

Table 74 — Object rawParameterValue

Object raw ParameterValue
Property Type Value Remark M/O/C
value array of see 4.5.8

numbers

Example:

Example 1: Request (format byteArray)

GET /iolink/vl/devices/sensor34/parameters/65/value/?format=byteArray

Response

"value": [0,156,125,25]
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Example 2: Request (format iodd)

GET /iolink/vl/devices/sensor34/parameters/65/value?format=iodd

Response (simple type)

"value": 15.2

Example 3: Request (formatiodd)

GET /iolink/vl/devices/sensor34/parameters/65/value?format=iodd

Response (complex type)

"Distance": {"value": 15 },
"Quality": {"value": 12 }

5.7.13 GET /parameters/{index}/subindices/{subindex}/value

Read the value of a specific sub parameter with the given index and subindex from the specified
Device. The requested format is indicated by a query string and can be byteArray (default) or
IODD based. For format “iodd” the IODD support is needed.

Table 75 — GET /parameters/{index}/subindices/{subindex}/value

Description

Description Read the value of a specific sub parameter with the given index and subindex.

System Behavior Nothing will be changed or modified.

Path /devices/{deviceAlias}/ parameters/{index}/subindices/{subindex}/value (see Table 116)
Query parameters See Table 58

Errors (see A.2), (see 4.5.10)

Success HTTP 200 - OK

Request body -

Response body one of objects that are listed as options in the deviceParameterValues object list (see
Table 71)

Example

Example 1: Request (format byteArray)

GET /iolink/vl/devices/sensor34/parameters/25/subindices/3/value?format=byteArray

Response

"value": [0,156,125,25]
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Example 2: Request (formatiodd)

GET /iolink/vl/devices/sensor34/parameters/25/subindices/3/value?format=iodd

Response

"value": 15.2

5.7.14 GET /parameters/{parameterName}/value

Read a specific parameter value with the given name. The parameterName shall follow the
rules of IODD based naming rules (see 4.5.6). IODD supportis needed.

Table 76 — GET /parameters/{parameterName}/value

Description

Description Read a specific parameter value with the given name.

System Behavior Nothing will be changed or modified.

Path /devices/{deviceAlias}/ parameters/{parameterName}/value (see Table 116)
Query parameters Format request parameters (see Table 58)

Errors (see A.2), (see 4.5.10)

Success HTTP 200 - OK

Request body -

Response body one of objects that are listed as options in the deviceParameterValues object list (see
Table 71)

Example

Example 1: Request (format byteArray)

GET /iolink/vl/devices/sensor34/parameters/nameOfVariable/value/?format=byteArray

Response

"value":[0,156,125,25]

Example 2: Request (formatiodd)

GET /iolink/vl/devices/sensor34/parameters/nameOfVariable/value/?format=iodd

Response (simple type)

"value":15.2

Example 3: Request (format iodd)
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GET /iolink/vl/devices/sensor34/parameters/nameOfVariable/value/?format=iodd

Response (complex type)

"Distance": {"value": 15 },
"Quality": {"value": 12 }

5.7.15 GET /parameters/{parameterName}/subindices/{subParameterName}/value

Read the content of a specific sub parameter value with the given name and subname from the
specified Device.

Table 77 — GET /parameters/{parameterName}/subindices/{subParameterName}/value

Description

Description Read the content of a specific sub parameter value with the given name and subname.

System Behavior Nothing will be changed or modified.

Path /devices/{deviceAlias}/parameters/{parameterName}/subindices/{subParameterName}/va
lue (see Table 116)

Query parameters Format request parameters (see Table 58)

Errors (see A.2)), (see 4.5.10)

Success HTTP 200 - OK

Request body -

Response body one of objects that are listed as options in the deviceParameterValues object list (see
Table 71)

Example

Example 1: Request (format byteArray)

GET
/iolink/vl/devices/sensor34/parameters/nameOfVariable/subindices/subName/value?form
at= byteArray

Response

"value":[0,156,125,25]

Example 2: Request (format iodd)

GET
/iolink/vl/devices/sensor34/parameters/nameOfVariable/subindices/subName/value?form
at= iodd

Response
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"value": 152

776

777 5.7.16 POST /parameters/{index}/value
778  Write the parameter with the givenindex tothe Device. The format is given within the body.

779
780 Table 78 — POST /parameters/{index}/value
781
Description
Description Write the parameter with the given index to the Device.
System Behavior If there are no restrictions, parameter will be updated.
Path /devices/{deviceAlias}/parameters/{index}/value (see Table 116)
Query parameters -
Errors (see A.2), (see 4.5.10)
Success HTTP 204 - No Content
Request body one of objects that are listed as options in the deviceParameterValues object list (see
Table 71)
Response body -
782

783 Example 1 (raw bytes)

POST /iolink/vl/devices/sensor34/parameters/125/value

{
"value":[0,156,125,25]
}

784

785 Example 2 (simple type)

POST /iolink/vl/devices/sensor34/parameters/125/value

{

"value": 15

}

786

787 Example 3 (complex type)

POST /iolink/vl/devices/sensor34/parameters/125/value

{
"Distance": {"value": 15},
"Quality": {"value": 12}

788

789  5.7.17 POST /parameters/{parameterName}/value

790  Write the parameter with the given name to the specified Device. The format is given within the
791 body.
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Table 79 — POST /parameters/{parameterName}/value

Description

Description

Write the parameter with the given name to the specified Device.

System Behavior

If there are no restrictions parameter will be updated.

Path

/devices/{deviceAlias}/parameters/{parameterName}/value (see Table 116)

Query parameters

Errors

(see A.2)), (see 4.5.10)

Success

HTTP 204 - No Content

Request body

One of objects that are listed as options in the deviceParameterValues object list (see
Table 71)

Response body

Example

POST /iolink/vl/devices/sensor34/parameters/variableName/value

{

"value":[0,156,125,25]

}

POST /iolink/vl/devices/sensor34/parameters/variableName/value

{

"value": 15

}

POST /iolink/vl/devices/sensor34/parameters/variableName/value

{

"Distance":

"Quality":

{"value":
{"value": 12}

15},

5.7.18 POST /parameters/{index}/subindices{subindex}/value
Write the sub parameter with the givenindex and subindex to the Device. The format is given

withinthe body.

Table 80 — POST /parameters/{index}/subindices{subindex}value

Description

Description

Write the sub parameter with the given index and subindex to the Device.

System Behavior

If there are no restrictions parameter will be updated.

Path

/devices/{deviceAlias}/parameters/{ind ex}/subindices/{subindex}value (see Table 116)

Query parameters

Errors

(see A.2),), (see 4.5.10)

Success

HTTP 204 - No Content
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Request body

One of objects that are listed as options in the deviceParameterValues object list (see
Table 71)

Response body

Example

POST /iolink/vl/devices/sensor34/parameters/35/subindices/4/value

{

"value":[0,156,125, 25]

}

5.7.19 POST /parameters/{parameterName}/subindices/{subParameterName}/value
Write the sub-parameter with the given parameter name and subParameterName to the

specified Device.

Table 81 — POST /parameters/{ parameterName }/subindices/{subParameterName}/value

Description

Description

Write the sub-parameter with the given parameter name and subParameterName. The
requested format is implicit defined within the body.

System Behavior

If there are no restrictions parameter will be updated.

Path

/devices/{deviceAlias}/parameters/{parameterName}/subindices/{subParametername}value
see Table 116

Query parameters

Errors

(see A.2), (see 4.5.10)

Success

HTTP 204 - No Content

Request body

One of objects that are listed as options in the deviceParameterValues object list (see
Table 71)

Response body

Example

POST

/iolink/vl/devices/sensor34/parameters/name of parameter/subindices/name of subpara

meter/value

{

"value": 152

}

5.7.20 POST /blockparametrization

Writing or reading one or more parameters by using the block parameterization method see [1].
The request format can be byteArray or IODD based.

Table 82 - POST /blockparametrization

Description

Description

Writing or reading one or more parameters as a block (consistent).

System Behavior

If there are no restrictions for writing, the objects will be modified.

Path

/devices/{deviceAlias}/blockparametrization (see Table 116)
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Query parameters Format request parameters (see Table 58)
Errors (see A.2), (see 4.5.10)
Success HTTP 200 - OK
Request body Object defined in Table 83 — Object BlockParametrizationRequest
Response body Array of object defined in Table 84 — Object BlockParametrizationAnswer
Table 83 — Object BlockParametrizationRequest
Object BlockParametrizationReadRequest
Property Type Value Remark M/O/C
direction string Enumeration: M
“read”
“write”
parameters Array of Object definesin Table 85 — Addresses and values (on M
objects Object BlockParameters write) of all parameters or
subParameters
Table 84 — Object BlockParametrizationAnswer
Object Blockparametrization Answer
Property type Value Remark M/O/C
identifier | object Object defined in Table 87 — Object M
SublndexAddress
result object Object defined in Table 88 — Object M
ParameterResult
Table 85 — Object BlockParameters
Object BlockParameters
Property Type Value Remark M/O/C
identifier | object Object defined in Table 87 — M
Object SublndexAddress
content object Object defined in Table 86 — ct
Object ParameterValue
NOTE 1whendirection iswrite
Table 86 — Object ParameterValue
Object ParameterValue
Property Type Value Remark M/O/C
value array of numbers | see 4.5.8 ch*




834

835
836

837

838
839

840

841

842

JSON Integration for 10-Link —-58- Version 1.0.0
value boolean, Simple types c**
string,
number
value object Object defined in Table 72 — Object Complex types c**
complexParameterValue
NOTE 1 thisis format “byteArray”
NOTE 2 thisis for format “jodd”
NOTE 3 thisis for format “iodd” but not for subindex/subparameter access
NOTE 4 only one value property can be present
Table 87 — Object SubindexAddress
Object SubindexAddress
Property Type Value Remark M/O/C
index number | integer ct
subIndex number | integer NOTE 3 !
parameterName string {parameterName} 2
subParameterName string {subParameterName} NOTE 3 c?
NOTE 1 thisis format “byteArray”
NOTE 2 thisis format “iodd” if |IODD is supported
NOTE 3 subIndex or subParameterName are only needed if sub parameters are addressed
Table 88 — Object ParameterResult
Object ParameterResult
Property Type Value Remark M/O/C
parameterExchange string | Enumeration: M
Result “WRITE_SUCCESS”
“READ_SUCCESS”
“ERROR”
content object [ Object defined in Table 86 ct
— Object ParameterValue
iolinkError object | Object defined in Table 114 c?
— Object iolinkError
NOTE 1whendirectionisread
NOTE 2 when parameterExchangeResultis ERROR

Example:

Example 1: Read Request (format byteArray)

POST /iolink/vl/devices/sensor34/blockparametrization?format=byteArray

{

"direction": "read",
"parameters": [
{
"identifier": {"index":

bo
{

"identifier":

}

{"index":

123}

233, "subIndex": 2}
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}

843 Response (request formatis byteArray)

"identifier": {"index": 123},

"result":
{
"parameterExchangeResult": "READ SUCCESS",
"content": {"value": [15,232,22]}

bo
{

"identifier": {"index": 233, "subIndex": 2},

"result":
{
"parameterExchangeResult": "READ SUCCESS",
"content": {"value": [23,149,2006]}

844

845 Example 2: Read Request (format is iodd)

POST /iolink/vl/devices/sensor34/blockparametrization?format=iodd

{

"direction": "read",
"parameters": [
{
"identifier": {"parameterName": "applicationTag"}
by
{
"identifier": {"parameterName": "hystersis", "subParameterName":

}
}

846  Response

{

"identifier": {"parameterName": "Application tag"},
"result":
{
"parameterExchangeResult": "READ SUCCESS",
"content": {"value": "Level 2, row 3"}
}
}r
{
"identifier": {"parameterName": "Hysteresis","subParameterName":
"Channel B"},
"result":
{
"parameterExchangeResult": "READ SUCCESS",

"content": {"value": 123}

Version 1.0.0

"channelB"

}
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848 Example 3: Write Request (format is byteArray)
POST /iolink/vl/devices/sensor34/blockparametrization/?format=byteArray
{
"direction": "write",
"parameters": [
{
"identifier": {"index": 123},
"content": {"value": [15,232,22]}
b,
{
"identifier": {"index": 233,"subIndex": 2},
"content": {"value": [23,149,206]}
}
1
}
849
850 Response
[
{
"identifier": {
"index": 123
}l
"result": {
"parameterExchangeResult": "WRITE SUCCESS"
}
by
{
" identifier": {
"index": 233
by
"result": {
"parameterExchangeResult": "WRITE SUCCESS"
}
}
]
851
852
853 Example 4: Write Request (format iodd)
POST /iolink/vl/devices/sensor34/blockparametrization/?format=iodd
{
"direction": "write",
"parameters": [
{
"identifier": {"parameterName": "Application tag"},
"content": {"value": "Level 2, row 3"}
}l
{
"identifier": {"parameterName": "Hysteresis", "subParameterName" :
"Channel B"},
"content": {"value": 123}
}
]
}
854 Response

Version 1.0.0
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"identifier": {
"parameterName": "Application tag"
by
"result": {
"parameterExchangeResult": "WRITE SUCCESS"
}
by
{
"identifier": {
"parameterName": "Hysteresis",
"subParameterName": "Channel B"
bo
"result": {
"parameterExchangeResult": "WRITE SUCCESS"

}

5.7.21 GET /events

Read the EventLog for a specific Device. This is similar to the reading of the EventLog but
filtered for this specific Device (originis device).

Table 89 — GET /events

Description

Description Read the EventLog for a specific Device.

System Behavior Nothing will be changed or modified.

Path /devices/{deviceAlias}/events (see Table 116)
Query parameters Device Event log query parameters (see Table 90)
Errors (see A.2), (see 4.5.10)

Success HTTP 200 - OK

Request body -

Response body Object defined in Table 20 — Object GatewayE ventLog

Table 90 — Device Eventlog query parameters

Query parameter Value Remark

top 1...n Delivers the oldest n events of the event log.
top is mutually exclusive to bottom.

bottom 1..m Delivers the latest m events of the event log.
bottomis mutually exclusive to top.

Example:

Request

GET /iolink/v1l/devices/Temp sensor 1l/events

Response

"time": "2018-05-18T07:31:54.123z2",
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"severity": "WARNING",
"origin": {
"master": 1,
"port": 1,
"device": "Temp sensor 1"
bo
"message": {
"code": 16912,
"mode": "APPEARED",
"text": "Device temperature over-run - Clear source of heat"

868

869 5.8 10DD
870 Within the feature IODD the IODDs are stored on the Gateway.

871 For a specific Device (referenced by VendorID and Device ID) only one version of an 10DD
872 shall be stored.

873  All request marked as (M) are mandatory if the feature IODD is supported

874
875 Table 91 — Resources for IODDs
876
Resources Clause HTTP Remark M/O/C
Method
/iodds 5.8.1 GET Get a list of all IODD (representations) that are M
available on the Gateway
/iodds/file 5.8.2 POST Store or update an I0DD
/iodds/file 5.8.4 GET Get a specific IODD
/iodds 5.8.3 DELETE | Delete a specific IODD representation M
877

g7s  5.8.1 GET /iodds
879 Get alistof all IODDs (representations) that are available on the Gateway.

880 Table 92 — GET /iodds
881
Description
Description Get a listof all IODDs (representations) that are available on the Gateway.
System Behavior Nothing will be changed or modified.
Path /iodds
Query parameters ?vendorld={vendorid}&deviceld={deviceld}&revision={iolinkRevision}
all query parameters are optional
Errors (see A.2), (see 4.5.10)
Success HTTP 200 - OK
Request body -
Response body Array of objects defined in Table 93 — Object IODDIde ntification
882
883 Table 93 — Object 10DDIdentification

884
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Object I0DDIdentification
Property Type Value Description M/O/C
vendorId Integer see [1]
devicelId Integer see [1] M
version string see [1] M
releaseDate string see [1] M
iolinkRevision string Enumeration: see [1] M
“1.0”
“ 1

885

886 Example:
887 Request

GET /iolink/v1/iodds

888 Response

"vendorId": 1234,
"deviceId": 4567,

"version": "4.3",
"releaseDate": "2018-01-02",
"iolinkRevision": "1.1"

"vendorId": 4321,
"deviceId": 8765,

"version": "2.1",
"releaseDate": "2015-01-02",
"jolinkRevision": "1.1"

889

goo 5.8.2 POST/iodds/file
891 Store or update an IODD (representation) on the Gateway. Application Type is XML

892 Table 94 — POST /iodds/file
893

Description

Description Store or update an IODD on the Gateway.
System Behavior If there are no restrictions, IODD will be updated.
Path /iodds/file

Query parameters -

Errors (see A.2), (see 4.5.10)
Success HTTP 204 - No Content
Request body XML file encoded with the MIME type application/xml

Response body -

894

895
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5.8.3 DELETE /iodds
Delete IODDs (representation) on the Gateway. The IODDs (representation) are addressed by

query parameters.

Table95 - DELETE /iodds

Version 1.0.0

Description

Description

Delete IODDs on the Gateway.

System Behavior

If there are no restrictions, IODD will be deleted.

Path

/iodds

Query parameters

?vendorld={vendorid}&deviceld={deviceld}&revision={iolinkRevision}
all query parametes are optional

Errors

(see A.2), (see 4.5.10)

Success

HTTP 204 - No Content

Request body

Response body

Example:

Request

DELETE /iolink/vl/iodds/vendors/26/devices/34654/revisions/1.1

5.8.4 GET /ioddsl/file
Read a specific IODD (XML file) from the Gateway. The IODD (representation) is addressed by

query parameters.

Table 96 — GET /iodds/file

Description

Description

Read a specific IODD (XML file) from the Gateway.

System Behavior

Nothing will be changed or modified.

Path

/iodds/file

Query parameters

?vendorld={vendorid}&deviceld={deviceld}&revision={iolinkRevision}
all query parameters are mandatory

Errors

(see A.2), (see 4.5.10)

Success

HTTP 200 - OK

Request body

Response body

XML file encoded with the MIME type application/xml

Example:

Request

GET /iolink/vl/iodds/file?vendoId=26&deviceld=34654&revision="1.1"



JSON Integration for 10-Link - 65— Version 1.0.0

916 5.9 MQTT

917  This section is related to the configuration of the MQTT client (publisher) defining publishing
918 topics and configurations of the MQTT server (broker). Referenced MQTT Version is [3].

919

920  All request marked as (M) are mandatory if the MQTT feature is supported.
921

922 Table 97 — Resources MQTT configuration
923
URLs Clause HTTP Remark M/0O/C
/mqtt Method
/configuration 5.9.1 GET Read the MQTT configuration of the Gateway
/configuration 5.9.2 POST Update the MQTT configuration of the M
Gateway
/topics 5.9.3 GET Get the list of MQTT topics M
/topics 5.9.4 POST Create anew MQTT topic M
/topics/{topicId} 5.9.5 DELETE Delete a specific MQTT topic M
/topics/{topicId} 5.9.6 GET Get one specific MQTT topic M
924

925  5.9.1 GET /mqtt/configuration

926 Read the MQTT configuration of the Gateway by getting the object “MQTT Configuration” . For
927 details of MQTT protocol and client configuration see [6]

928
929 Table 98 — GET /mqtt/configuration
930
Description
Description Read the MQTT configuration.
System Behavior Nothing will be changed or modified.
Path I/mqtt/configuration
Query parameters -
Errors (see A.2)
Success HTTP 200 - OK
Request body -
Response body Object defined in Table 99 — Object MQTTConfiguration
931
932
933 Table 99 — Object MQT TConfiguration
934
Object MQTT Base Configuration
Property Type Value Description M/O/C
clientMode string Enumeration: M
“ACTIVE"
“INACTIVE”
serverAddress | string url of the server ct
username string ct
password string 1
lastWill object Object defined in Table 100 ct
— Object LastWill
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keepAliveTime | number Time in seconds see [3] ct
NOTE 1 Mandatory ifthe clientMode is “ACTIVE”

Table 100 - Object LastWill
Object Last Will
Property Type Value Description M/O/C
topic string M
message string M
goS string Enumeration: M
“0_ONLY_ONCE”
“1_AT_LEAST_ONCE”
“2_EXACTLY_ONCE”
retain boolean true, false M
Example:
Request

GET /iolink/vl/mgtt/configuration

Response
{

"serverAddress": "192.168.2.1/mgttserver",

"username": "iolink json",

"password": "1234",7

"lastWill™: {
"topic": "my temperature sensor",
"message": " Process data transfer stopped ",
"goS": "0 ONLY ONCE",
"retain": true

bo

"keepAliveTime": 0

5.9.2 POST /mgqtt/configuration

Write the MQTT configuration to the Gateway by updating the object “MQTT Configuration’

Table 101 - POST /mqtt/configuration

Description

Description

Write the MQTT configuration to the Gateway.

System Behavior

If there are no restrictions the configuration will be updated.

Path

I/mqtt/configuration

Query parameters

Errors

(see A.2)

Success

HTTP 204 - OK

Request body

Object defined in Table 99 — Object MQTT Configuration

Response body
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949 Example:
950 Request

POST /iolink/vl/mgtt/configuration
{

"serverAddress": "192.168.2.1/mgttserver",
"username": "iolink json",
"password": "1234",
"lastWill"™: {
"topic": "my temperature sensor",
"message": " Process data transfer stopped ",
"goS": "0 ONLY ONCE",
"retain": true

by
"keepAliveTime": 0

951

952 5.9.3 GET /mqtt/topics
953  Getthelistof MQTT topics. Supported MQTT topics are of type processData or event.

954 Table 102 - GET /mqtt/topics
955
Description
Description Read the list of MQTT topics.
System Behavior Nothing will be changed or modified.
Path /mqtt/topics

Query parameters -

Errors (see A.2)
Success HTTP 200 - OK

Request body -

Response body Array of objects defined in Table 103 — Object MQT Ttopic

956

957

958 Table 103 - Object MQTTtopic

959
Object MQTTtopic
Property Type Value Description M/O/C
topicId number The topic number as a M?

reference

topicName string o?®
gos string Enumeration:

“0_ONLY_ONCE”
“1_AT_LEAST_ONCE’
“2 EXACTLY_ONCE”

deviceAlias string {deviceAlias} M

processData object MQTT ProcessData topic ct
(see Table 104)

event object null ct

NOTE 1 Either one of processData or event shall be used
NOTE 2 Thisis not applicable for POST

NOTE 3 If the topicName is not specified the default structure of building topic names is like following:
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<deviceAlias>/processData forprocess data

<deviceAlias>/events forevent

The topicName is bound to a device

Table 104 - Object MQTT ProcessDataTopic

Object MQTT ProcessDataTopic
Property Type Value Description M/O/C
direction string Enumeration: M
“getData”
“setData”
“getSetData”
format string Enumeration: M
“byteArray”
“iodd”
interval object “CycleTime” (see ct
Table 112)
onChange Boolean true, false ct
NOTE 1 Either one of interval or onChange

Example:

Request

GET /iolink/vl/mqgtt/topics

Response

"topicId": 1,

"topicName": "Sensor34/processDate",
"gos": "1 AT LEAST ONCE",
"deviceAlias": "DT35",
"processData": {
"direction": "getData",
"format": "iodd",
"interval": {
"value": 10,
"unit": "ms"

"topicId": 2,

"topicName": "Sensor34/event",
"gos": "2 EXACTLY ONCE",
"deviceAlias": "TADOS1",
"event": null

"topicId": 3,

"topicName": "PD",

"gos": "0 ONLY ONCE",

"deviceAlias": "BNI IOL",

"processData": { N
"direction": "getSetData",
"format": "iodd",

"onChange": true
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5.9.4 POST /mqtt/topics
Create one new MQTT topic onthe Gateway

Table105- POST /mqtt/topics

Version 1.0.0

Description

Description

Create anew MQTT topic on the Gateway.

System Behavior

If there are no restrictions the object will be modified.

Path

/mqtt/topics

Query parameters

Errors

(see A.2)

Success

HTTP 204 - OK

Request body

Object defined in Table 103 — Object MQT Ttopic

Response body

Example:

Request

POST /iolink/vl/mgtt/topics

{

"gos": "1 AT LEAST ONCE",
"deviceAlias": "DT35",
"processData":
"direction": "getData",
"format": "iodd",
"interval":
"value":

"unit":

}

"ms"

5.9.5 DELETE /mqtt/topics/{topicld}

Delete a specific MQTT topic on the Gateway referenced by the topic ID. The topic ID is
addressed by a path parameter.

Table106 — DELETE /mqtt

Description

Description

Deletesa MQTT topic.

System Behavior

If there are no restrictions the topic will be deleted.

Path

I/mqtt/topics/{topicld}

Query parameters

Errors

(see A.2)

Success

HTTP 204 - No Content

Request body

Response body
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Example:
Request

DELETE /iolink/vl/mgtt/topics/2

5.9.6 GET /mqtt/topics/{topicld}
Read one specific MQTT topic on the Gateway referenced by the topic ID.

Table 107 - GET /mqtt/topics

Version 1.0.0

Description

Description

Read one specific MQTT topic.

System Behavior

Nothing will be changed or modified.

Path

Imqtt/{topicld}

Query parameters

Errors

(see A.2)

Success

HTTP 200 - OK

Request body

Response body

Object defined in Table 103 — Object MQT Ttopic

Example:

Request

GET /iolink/v1l/mgtt/topics/2

Response
{
{
"topicId":
"topicName": "PD inPOST",
"gos": "1 AT LEAST ONCE ",
"deviceAlias": "DT35",
"processData": {
"direction": "getData",
"format": "iodd",
"interval": {
"value": 10,
"unit": "ms"

5.9.7 GET /mqtt/connectionstatus
Read the connection status of the MQTT client to the MQTT server.

Table 108 — GET /mqtt/connectionstatus

Description

Description

Read the connection status of the MQTT client to the MQTT server.

System Behavior

Nothing will be changed or modified.

Path

/mqtt/connectionstatus
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Query parameters -

Errors (see A.2)

Success HTTP 200 - OK

Request body -

Response body Object defined in Table 109 — Object MQTTConnection Status
998
999
1000 Table 109 — Object MQTTConnectionStatus
1001
Object MQTT Base Configuration
Property Type Value Description M/O/C
connectionStatus | string Enumeration: M
“CLIENT_INACTIVE”
“CONNECTION_ACCEPTED”
“UNACCEPTABLE_PROTOCOL_VERSION’
“IDENTIFIER_REJECTED"
“SERVER_UNAVAILABLE”"
“BAD_USERNAME_OR_PASSWORD”
“NOT_AUTHORIZED”
serverAddress string url of the server
upTime number Time in seconds
1002

1003 6 MQTT topics format

1004  This section describes the publishing format for the topic. Topics can either be of type
1005 processData or type event.

1006 For processdata the topic formatis as defined in Table 59 — Object ProcessDatalnOut

1007 Example: (Process data topic)

1008
{
"getData": {
"iolink": {
"valid": true,
"value": {
"Distance": 55,
"Quality": 12
}
o
"igValue": true
}
}
1009

1010 For event log entries the topic formatis as defined Table 20 — Object GatewayEventLog. Only
1011 one EventlLog entry shall be published at the time the event was entered into the EventLog.
1012  One MQTT message shall contain only one event.

1013

1014 Example: (Event Log entry topic)
1015

{
"time": "2018-05-18T07:31:54.1232",

"severity": "WARNING",
"origin": {
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"masterNumber": 1,
"portNumber": 1,
"device": "Temp sensor 1"
} 4
"message": |
"msgCode": 16912,
"mode" : "APPEARED",

—72-—

"text": "Device temperature over-run - Clear source

1016

1017

of heat"

Version 1.0.0
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1018 Annex A

1019 (normative)

1020

1021 Status Codes and Errorson HTTP

1022 A.1 HTTP Status Codes

1023 Eachrequeston HTTP can response with or without an error indicated by the status code.

1024 Table110- HTTP Status codes
1025
Status Code Description
200 OK The request is completed successfully.
201 Created A new resource has been created successfully.
204 No Content Response code for POST requests without content and for DELETE
requests.
400 Bad Request Processing of request is rejected
403 Forbidden The useris not permitted to perform the requested operation.
404 Not Found The requested resource did not exist.
500 Servererror R’_((ajquest cannot be processed successfully due to issues on server
side
1026

1027 A.2 JSON Errors

1028 Each negative response indicated by a HTTP status code other than 200 is added by an
1029 individual JSON Error objectin its HTTP body.

1030 Table111—-JSON Error codes
1031
Error | HTTP JSON Message Remark
Code | Status
code

General errors

101 500 Internal server error

102 500 Internal communication error

103 404 Operation not supported

104 400 Action locked by another client Fieldbus controller or another
gateway protocol has claimed
priority

105 501 IODD feature not supported

106 501 MQTT feature not supported

150 403 Permission denied due to user management

restrictions

JSON parsing errors

201 400 JSON parsing failed Error while parsing the
incoming JSON value)

202 400 JSON data value invalid Error while parsing a specific
JSON value, e.g. malformed IP
address

203 400 JSON data type invalid e.g. string instead of number

204 400 Enumeration value unknown

205 400 JSON data value out of range Exceeds the minimum or

maximum value
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206 400 JSON data value out of bounds An array/string was accessed
exceeding its maximum length

207 400 deviceAliasis not unique

208 400 POST request without content

Resource access errors

301 404 Resource not found e.g. wrong URL

302 404 masterNumber not found

303 404 portNumber not found

304 404 deviceAlias not found

305 400 Query parameter name invalid

306 400 Query parameter value invalid

307 400 Port is not configured to 10-Link e.g. notin IOLINK MANUAL Of
IOLINK AUTOSTART mode

308 404 I0-Link Device is not accessible e.g. not connected or
communication error

309 404 IO-Link parameter not found

310 404 I0-Link parameter access not supported by the device

311 400 IO-Link parameter access error The additional iolinkErrorCode
and iolinkErrorMessage fields
contain the |O-Link error code
and the incident text from the
ErrorTypes table. See [1]

312 404 IO-Link parameter name is not unique Please use the [name]_[index]

format. See 4.5.6

Data Storage errors

401 400 Data storage mismatch Mismatch between configured
device and data storage meta
data

Process Data handling errors

501 400 I/Q is not configured as DIGITAL_OUTPUT Writing processdata to I/Q is
not possible

502 400 C/Q is not configured as DIGITAL_OUTPUT Writing processdata to C/Q is
not possible

503 400 I0-Link device has no output process data

10DD errors

601 400 IODD (representation) is not available IODD representation for this
IO-Link device is not available

602 500 IODD upload failed. IODD XML invalid

603 400 Uploaded file is no valid IODD XML. Upload rejected

604 400 IODD upload failed. CRC error
605 400 IODD upload failed. Parsing error

Data content errors

701 400 Data setincomplete
702 400 Data set not applicable whole data setisrejected
703 400 Data set combination incompatible whole data setisrejected

1032
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Annex B
(normative)
JSON base objects
B.1 General JSONobjects
B.1.1 Cycle time object
Table112—- Object CycleTime
Object Cycle Time
Property Type Value Description M/O/C
value number M
unit string “ms” Milliseconds M
Example:
{
"value": 2.3,
Hunit": "msll
}
B.1.2 Error object
Table 113 - Object Error
Object Error
Property Type Value Description M/O/C
code number Integer value M
text string See A.2, M
See [1]
iolinkError object Object defined in Table 114 — (0]
ObjectiolinkError
Table 114 - Object iolinkError
Object Error
Property Type Value Description M/O/C
code number Integer value M
text string See A.2, M
See [1]
Example:
{
"code": 150,

"text":

"Permission denied"
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}
B.1.3 Power Supply object
Table 115—- Object PowerSupply
Object PowerSupply
Property Type Value Description M/O/C
value number M
unit string “A” S| unit Ampere M
Example:
{
"value": 0.3,
"unit": "A"
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Annex C
(normative)

Path Paramters

Table 116 — Path Parameters

Path Parameters

Name Type Value range Description
masterNumber number 1-255 see 4.5.2
portNumber number 1-255 see 4.5.3
deviceAlias string
index number 0-65535 See [1]
subindex number 0 -255 See [1]
parameterName string IODD defines the maximum length of a name to 64
characters. Due to name conversion rules (see 4.5.6)
the length can be extended.
subParameterName | string See 4.5.6
topicId number Vendor See Table 103 — Object MQTTtopic
specific
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